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MESSAGE FROM
THE GHAIRMAN

Dear SIC Members, Secretary General & Staff,

Year 2018 was another challenging vyear
marked by socio-economic factors resulting
from the refugees’ situation and the recurrent
political deadlock manifested by the prolonged
delay in government formation. Intended
reforms were not enacted and this contributed
to a worsening economic situation. Yet, our
resolve and resilience enabled us to maintain
financial and monetary stability, through
timely actions that aimed to protect our
economy and safeguard the integrity of the
financial sector.

Fighting financial crimes and illicit proceeds
remain a top priority for us. To stay at par with
international standards, BDL and the SIC
issued detailed regulations on the definition
and identification of the beneficial owner
as called for by the FATF and the OECD-
Global Forum on Transparency & Exchange
of Information for Tax Purposes. In 2018,
BDL regulations also introduced indicators
covering certain suspicious real estate
transactions. On their part, the Lebanese
Association of Certified Public Accountants
and the Ministry of Justice issued two
separate manuals on the implementation of
AML/CFT Law no. 44. During the second
half of the year, the SIC led a new ML & TF
NRA, and started coordinating in this respect
with several national agencies and AML/CFT
stakeholders. This was deemed necessary to



update the year-end 2014 NRA, keep track of
evolving risks and to take mitigating measures
accordingly.

Throughout the year, the SIC maintained
its active engagement with the regional and
international organizations it works with.
In 2018, the SIC Secretary General assumed
the presidency of MENAFATF, and continued
to serve as Egmont Group’s MENA regional
representativeand Vice Chair for its Committee.

SIC staff also participated in Egmont Group,
MENAFATF and FATF working group
meetings, projects and missions, including
sponsoring FIUs from our region for EG
membership and joining assessment teams in
mutual evaluation missions.

€ Our resolve and resilience enabled us to
maintain financial and monetary stability,
through timely actions that aimed to protect
our economy and safequard the integrity of
the financial sector 9

ML & TF cases handled by the SIC have
become more complex thus necessitating more
in-depth analysis, local coordination between
national agencies as well as international
cooperation. In 2018, the 489 cases that were
received and investigated resulted in funds
freezing decisions and in lifting banking

secrecy in 30 cases which were disseminated
to the General Prosecutor. On the AML/CFT
supervision front, the risk based compliance
examinations carried out by the SIC
Compliance Unit to assess AML/CFT controls
and compliance programs at reporting entities
covered 22 banks as well as other financial
sector reporting entities and DNFBPs.

Your hard work and professionalism continues
to command the respect of many at home and
abroad. I encourage you to continue down
this path, and thank you for your efforts,
sense of responsibility and for your enduring
commitment.

Best regards,
Riad Toufic Salamé

Bangue du Liban, Governor
Special Investigation Commission, Chairman



MESSAGE FROM

THE SECRETARY
GENERAL

Dear SIC Managers & Staff,

Let me begin by thanking you for your hard
work and commitment, which has enabled
the SIC to discharge its local, regional and
international responsibilities with diligence and
professionalism. 2018 was another exceptional
year filled with many challenges and tasks,
including those related to MENAFATF
Presidency that came around to Lebanon for
the second time after having led its founding
in 2005.

Fighting corruption and cyber-crimes, two
priority areas under our presidency brought
additional work to all of us. In this regard, our
efforts to organize in Beirut two MENAFATF
plenary meetings that included functions
covering these priority areas were well received,
especially for bringing together renowned
experts on the subjects. Particularly successful
was the first of its kind “Arab Forum for
Anti-Corruption  Agencies &  Financial
Intelligence Units”, that was organized by the
SIC, MENAFATF and ACINET with support
from the UN, EG, and the OECD.

Throughout the year, the work and
responsibilities that come with being Egmont
Group’s MENA region representative and its
Committee’s vice chair also demanded much
time and effort. I was able to shoulder all of my
duties with your sensible support, and proved
that we remain committed to our obligations,



to international cooperation and to making
available the resources needed to be at the
forefront of the fight against ML & TF.

The changing nature of risks and how they
are evolving overtime require, more than ever
before, robust AML/CFT regimes and effective
cooperation among national agencies which
are a prerequisite to successful international
cooperation. In 2018, the number of ML & TF
cases received by the SIC reached 489, of which
91 were from foreign sources and 398 from
local sources. During the year, 78 spontaneous
disclosures were also handled, and risk based
AML/CFT onsite compliance examinations
covered 22 banks, 17 finance companies,
21 insurance companies, 90 money dealers,
8 brokerage firms, and 2 money remittance
companies, as well as DNFBPs.

€ The changing nature of risks and how they
are evolving overtime require, more than
ever before, robust AML/CFT regimes and
effective cooperation among national agencies
which are a prerequisite to successful
international cooperation 9

Going forward, 1 will continue to count on
your keen support to fulfill our local and
international responsibilities. I also remain
committed to exposing you to the latest

developments in the AML/CFT world through
continuous involvement with international
organizations engaged in this work and
through advanced training. This exposure
keeps the SIC professional standing at par with
other advanced FIUs.

Looking back, I realize that we have achieved
a lot together, but much more still lies ahead.
I remain confident that you will stay the course
and that you will handle your responsibilities
with the professionalism the SIC has been
known for.

Best regards,
Abdul Hafiz Mansour

J%-_»

Special Investigation Commission,
Secretary General
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The Special Investigation Commission (SIC) is a multi-function financial intelligence unit (FIU) with judicial status.
It is the center piece of Lebanon’s AML/CFT regime, a platform for international cooperation and plays a vital role
in safeguarding concerned sectors from illicit proceeds. The SIC’s tasks include receiving and analyzing suspicious
transaction reports (STRs), conducting financial investigations, lifting banking secrecy, freezing accounts and/or
transactions and forwarding them to concerned judicial authorities. With respect to terrorism and the financing of
terrorism, the SIC is also empowered to prevent the use of movable or immovable assets. In addition to sharing
ML/TF intelligence with counterparts and coordinating with foreign/local competent authorities on requests of
assistance (ROAs), the SIC also proposes AML/CFT regulations and issues regulations and recommendations
to concerned parties. AML/CFT supervision via risk based compliance examinations that cover banks and other
reporting entities to ensure proper implementation of prevailing regulations is also among its tasks.

The enacting of the AML law No.318 in 2001, which
allowed for the establishment of the Special Investigation
Commission as the Lebanese FIU, was the cornerstone
to launching the serious and structured fight against
money laundering and terrorism financing in Lebanon.
Back in 2001, the start was with an institution unknown
to the local community and more so to the world with a
few staff members occupying a modest office. Today, the
SIC occupies its separate “high security” offices within the
Central Bank compound and over the years has grown
significantly in size. The SIC is currently considered among
the leading institutions in Lebanon, the region, and is well
regarded abroad.

This status did not come easy, as each year along the way
was filled with challenges that the SIC family has lived up
to. Achievements were numerous ranging from the building
of an effective FIU and an AML/CFT regime, the removal
of Lebanon from the list of non-cooperative countries &
territories, joining regional and international bodies such as
the Egmont Group (EG), playing a leading and vital role in the
creation of MENAFATF and assuming its first year presidency.
The SIC owes much of its achievements to its committed and
focused leadership and dedicated staff.

Today, with its many accomplishments, the SIC leadership
believes that more still needs to be done. As terrorism,

organized crime and ML/TF techniques continue to evolve
and change, causing greater threats to world economies, the
SIC endeavors to work and participate more in the activities
of regional and international bodies to face those growing
challenges. The SIC, based on its experience, strongly
believes that constant adaptation to rapid changes in the
world of crime is a must to keep track of law offenders, and
that the best way forward to effectively curb financial flows
from organized crime and combat terrorism finance, both
predominantly cross border crimes, is through increasing
the span and extent of international cooperation. On another
hand, continuous training that aims not just at creating more
awareness but also at sharpening skills and know-how of its
staff and staff of other concerned authorities is a must.

Keeping high on its agenda the MENAFATF Mutual Evaluation
Report on Lebanon, several laws were enacted in 2015
and 2016, including the new AML/CFT Law No. 44, that
address the MER remarks and plans. Coordination with
other concerned agencies also took place to address points
of concern through a comprehensive national strategy
that aimed to elevate Lebanon’s AML/CFT regime to full
compliance with international standards. Moreover, the SIC
is working relentlessly towards enhancing AML/CFT on-site
compliance examinations, financial investigations and other
SIC core activities with hopes that the coming years will be
marked with similar success.
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., since 2001

2016

2015

AML/CFT Law No. 44

Committee Vice Chair

2014

SIC joins the Egmont
Group Task Team on
the implementation of
the EG strategic plan

——e Strengthening the AML/CFT regime by
enacting several laws including a new

— SIC Secretary General becomes EG
MENA Region Representative & Egmont

Enactment of Law No. 77 amending
Article 316 bis. of the Lebanese Penal
Code (TF Offence) & Law No. 55 on the
exchange of information for tax purposes

L— The Higher Council of Customs
collaborated with the SIC to issue a
mechanism to implement Law No. 42

on Declaring the Cross-Border
Transportation of Money

l

2017

» SIC Secretary General re-elected as EG
MENA Region Representative & Egmont
Committee Vice Chair

* SIC representing Lebanon assumed the
Vice Presidency of MENAFATF

* SIC received the StAR Award of
Excellence from the World Bank-UNODGC
Stolen Asset Recovery Initiative (StAR)
for investigating a corruption case that
resulted in asset recovery

2018

— Lebanon represented
by the SIC assumes the
MENAFATF Presidency

— The second ML/TF
National Risk Assessment
was initiated and is being
led by the SIC
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Organization Chart
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Members

11 The Special Investigation Commission is composed of;

The Governor of Banque du Liban, Mr. Riad Salamé, or the
Vice-Governor designated by him.

The Judge appointed to the Higher Banking Commission,
Dr. Ali Ibrahim, or his alternate judge.

The President of the Banking Control Commission,
Mr. Samir Hammoud, or the member of the Commission
designated by him.

The professional appointed by the Council of Ministers,
Mr. Joseph Antakli, or his alternate Mr. Boutros (Pierre)
Kanaan.

2| Article 6 of Law No.44 of November 24, 2015 establishes “the Special
Investigation Commission” or “the Commission” as an independent legal
entity with judicial status at Banque du Liban, which shall discharge its
functions without being subject to Banque du Liban’s authority.

/ The mission of the Special Investigation Commission, as per Law No. 44, is to: \

e Receive suspicious transaction reports (STRs) and requests of assistance; to investigate operations that are suspected to
be money-laundering or terrorism financing offences; to decide on the seriousness of evidence and circumstantial evidence
related to the commission of any such offence(s); to take in this regard the adequate decision, particularly the precautionary
and temporary freezing of the suspicious accounts and/or transactions, for a maximum period of one year renewable once
for six months concerning foreign requests of assistance, and for a maximum period of six months renewable once for three
months concerning local STRs and requests of assistance.

e Ensure compliance by the parties referred to in Articles 4 and 5 of this law with the obligations stipulated in this Law and
in the regulations issued in relation thereto, except for lawyers, certified accountants and notaries, without prejudice to the
provisions of Paragraph 2 of Article 17 of this Law.

e Collect and retain the information received from the parties referred to in Articles 4 and 5 of this law, as well as the information
received from Lebanese and foreign official authorities, and all other collected information, and to share such information with
the Commission’s counterparts, in its capacity as the competent authority and the official center to undertake such a task.

e [ssue regulations on the implementation of the provisions of this Law addressed to the parties referred to in Article 5 of this
law, and to issue recommendations to all concerned parties.

e Permanently freeze the concerned accounts and/or transactions, and/or lift the banking secrecy in favor of the competent
judicial authorities and the Higher Banking Commission represented by its Chairman on accounts or transactions suspected
to be related to money laundering or terrorism financing.

e Keep suspicious accounts as traceable accounts.

e Attach an encumbrance on the records and entries pertaining to movable or immovable assets, indicating that such assets
are under investigation by “the Commission”. The encumbrance shall be kept until doubts are erased or until a final decision
in this regard is taken.

e Request the Public Prosecutor of the Court of Cassation to take preventive measures concerning the movable and
immovable assets that have no records or entries, so as to prevent the use of such assets until a final judicial decision in
this regard is taken.

e Require from concerned persons and parties, whether public or private, to take the necessary measures to prevent the use
of movable or immovable assets belonging to any names designated or to be designated on the national lists issued by the
competent Lebanese authorities or any other lists it circulates concerning terrorism and terrorism financing and any acts related
thereto. The concerned persons and parties, whether public or private, must comply without any delay to this requirement.

K e Appoint its Secretary General and set its operating and internal rules. J
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General Secretariat

11 The Special Investigation Commission General Secretariat is composed of:
The Secretary General
The Audit & Investigation Unit
The Compliance Unit
The Financial Investigation Administrative Unit
The Information Technology & Security Unit

2| The Secretary General tasks include the following:
e Supervising directly the SIC Units.

e Receiving directly or through the Chairman of the Commission all
suspicious transactions reports.

e |mplementing through concerned Units decisions made by the Commission
and notifying concerned parties of the Commission's decisions.

e Submitting to the Commission reports on missions finalized by concerned
Units and providing an analytical opinion on those reports.

e Monitoring domestic/foreign laws and regulations and recommending to
the Commission necessary amendments to be made especially with respect
to the regulations on the Control of Financial and Banking Operations for
Fighting Money Laundering and Terrorism Financing.

e |mplementing the Commission's decisions that aim at fostering cooperation
with foreign counterparts.

e (Qverseeing both staff related administrative matters as well as budget and
expenditure concerns.
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Special Investigation
Commission
2018 Activities



The Audit & Investigation
Unit is the financial investigation arm
of the Special Investigation Commission.
When discharging its duties in connection with
filed STRs, the Unit performs the needed analysis
and financial investigation on the persons and related
transactions. This process can be complemented with
information gathered from reporting entities, law enforcement
and government agencies, in addition to intelligence obtained
from FlUs. In certain instances and when necessary, the
Unit performs such work on ROAs received from local and
foreign authorities. Decisions taken by the SIC based on
this work include exchanging information with FIUs,
freezing accounts/transactions, keeping accounts
traceable, placing an encumbrance on records and
entries pertaining to movable or immovable
assets, and forwarding cases to
the General Prosecutor.




Audit %,
Investigation Unit

During the year, international cooperation and local
interagency coordination were instrumental in investigating
a number of TF, corruption and drug trafficking cases.
Desired outcomes were reached in several such cases,
some of which originated from requests of assistance
(ROAs) received from counterpart FIUs.

One FIU requested information on individuals from different
nationalities who travelled frequently to Lebanon, and were
suspected of being involved in exporting and smuggling
oil used in the manufacturing of illicit drugs. An order for
provisional seizure on movable and immovable assets
pertaining to those suspects had been issued abroad. The
SIC initiated its investigation by circulating the names of
the suspects to all banks, financial institutions and money
remittance companies operating in Lebanon and contacted
several national agencies, including the real estate register
seeking information on bank accounts, transactions and
properties. Findings revealed the existence of a bank
account belonging to one of the suspects. The said account
was credited with cash deposits and transfers from abroad,
and witnessed numerous withdrawals. Furthermore, one
money remittance company reported remittances executed
for two of the suspects. The SIC decided to lift banking
secrecy and forward the findings to the General Prosecutor.
The information was also shared with the counterpart FIU.

In 2018, the Unit handled 489 cases, which comprised
455 STRs and 223 ROAs from foreign/local sources, in
addition to 78 spontaneous disclosures. Based on SIC
decisions, information was shared with concerned FIUs,
and disseminated to the GP and to local law enforcement
authorities when needed. Keeping certain accounts
traceable, and freezing others as well as requesting from

the real estate register to attach an encumbrance on certain
properties were also among the decisions taken by the SIC.

Aside from the day-to-day tasks and duties of the Audit &
Investigation Unit, ample time was allocated to staff training
and raising awareness. Topics included corruption, TF, fraud

SIC

Money Remittance
Company

Counterpart
FIU Real Estate
Register

Information gathered from various sources
(Case related to drug trafficking)

and cybercrime investigations. The financial disruption
workshop on international ML networks that was organized
twice by the UNODC in Vienna was attended by staff, and
also the typologies and capacity building workshop that
was organized by MENAFATF. During the year, the Unit’s
manager lectured in conferences on corporate governance
and challenges facing Arab banks and financial institutions
in events organized by the Union of Arab Banks. Other staff
participated as speakers in multiple local and international
events, and some attended MENAFATF plenary and working
group meetings.

K
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The Compliance Unit is
the supervisory arm of the Special
Investigation Commission that ensures
banks and other reporting entities compliance with
prevailing AML/CFT regulations. It conducts ongoing

onsite and offsite examinations to assess the effectiveness

of AML/CFT compliance programs, CDD measures and controls

adopted to monitor, detect and report suspicious transactions.
Onsite examinations are risk based and are complemented with
annual offsite assessments. When necessary, the risk based approach

for supervision of concerned sectors under Law no. 44 are updated to
ascertain both adequate coverage and more focused assessments. In
discharging its duties, the Unit highlights corrective measures that

banks and other reporting entities need to implement to enhance

their compliance programs and internal controls. The Unit

also recommends updating or introducing new AML/CFT
regulations following developments in international
standards, and when the need arises due to
either evolving risks, best practices or as
a result of examinations findings.




Compliance Unit

The AML/CFT supervisory function continues to benefit
greatly from being placed under the SIC competence and
from its leading role in the previous and ongoing ML & TF
national risk assessment (NRA). This timely exposure to
trends, strategic analysis, threats and vulnerabilities helps
ensure that the Compliance Unit's AML/CFT supervisory
activity is commensurate with the country’s ML/TF risks.
Being mindful of the preliminary outcomes from the second
NRA, which is still underway, including existing vulnerabilities
as well as corruption and TF being higher risk, allows the
Compliance Unit to promptly recognize the focus areas for
its risk-based AML/CFT compliance examinations at banks
and other reporting entities.

Emphasis was placed throughout the year on a range
of matters. On the regulatory front, the Compliance Unit
suggested regulations on beneficial ownership. In this
regard, SIC circular no. 24 of June 2018 on the definition and
identification of the beneficial owner was issued, and during
the year, BDL issued similar regulations. On the NRA front,
engaging AML/CFT stakeholders from the public and private
sector in meetings and surveys in addition to analyzing
predicate crimes, ML cases, TF convictions and other related
issues demanded much time and effort. During the year,
onsite compliance examinations coverage encompassed
22 banks, 17 finance companies, 21 insurance companies,
90 money dealers, 8 brokerage firms, 2 money remittance
companies, and DNFBPs. Offsite work included analyzing
results from risk-assessment surveys as well as evaluating
external auditors’ annual AML/CFT procedures reports
for 62 banks, 45 financial institutions, 41 type “A” money
dealers and 7 money remittance companies.

The SIC Secretary General assumed the presidency of
MENAFATF in 2018, and the Unit’s Director was accordingly
tasked to head Lebanon’s delegation to MENAFATF
plenary meetings. During the year, the Unit's Director also
participated in Egmont Group and FATF plenaries as well as
in several working group meetings. In addition to leading the
ongoing SIC work in the second NRA, he presented during
the year in a number of events including on Lebanon’s
TF efforts at a meeting on the counter terrorism strategy
which was held between national authorities and the EU
mission in Lebanon. In 2018, the Unit’s staff also had their

Financial Institutions
11%

Banks

()
14% Insurance

Companies
13%

Brokerage
Firms

5% Money

Remittance
Companies

1%

Money Dealers
56%

Distribution of the 160 on-site examinations

share of engagements. Some joined assessment teams to
participate in mutual evaluation mission for MENA countries,
while others attended local and international training events
covering a wide range of AML/CFT topics including on
carrying out effective supervision, cyber-crimes, fighting
corruption and assessors training.
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The Financial Investigation
Administrative  Unit is entrusted
with managing the Special Investigation
Commission’s database. The Unit logs all filed STRs
and ROAs received from local/foreign sources in addition
to spontaneous disclosures, as well as SIC decisions in
this regard. Also, requests made by the SIC to counterparts,
external parties along with any obtained intelligence are
maintained. Reviews, classifications, updates and data
cleansing are performed periodically to ensure both quality and
accuracy of data. The Unit reviews MOUs the SIC intends to
sign with its counterparts and issues statistics that is used
in SIC annual reports, when undertaking strategic analysis
and when identifying money laundering and terrorism
financing trends. The Egmont Secure Web (ESW)
is also housed within this Unit and is subject
to strict security usage protocols.




Financial Investigation
Administrative Unit

Managing, updating and introducing improvements to the SIC
database was a focus area for the Unit throughout the year.
Data entry, classification, and cleansing of data derived from
STRs, ROAs, and spontaneous disclosures were meticulously
done. A number of additional fields and search parameters
were incorporated into the database to cover results of
analysis, investigation and information obtained from other
sources. This effort feeds into another important focus area
for the Unit, allowing it to further improve the strategic
analysis it undertakes, including on terrorism financing and
cyber-crime offences. The comparative, geographic and link
analysis assessments derived from the reviewed typologies
assist to a great deal in formulating the feedback provided
to concerned reporting entities.

During the year, MOUs that counterpart FIUs wish to
conclude with the SIC were reviewed, and cases received
from customs on cross border transportation of money were
processed. Furthermore, training intended to raise private
and public sector awareness was channeled through a

number of events and capacity building initiatives to law
enforcement authorities and reporting entities. Such events
also covered notaries and certified accountants and were
organized in coordination with their relevant supervisory
authorities.

In 2018, other endeavors demanded effort and allocation
of resources. The organizing of two MENAFATF plenary
meetings in Beirut, as well as their accompanying functions
on fighting cyber-crime and on cooperation between FlUs
and anti-corruption agencies were among the activities
undertaken. During the year, the Unit’s manager participated
in the OECD global anti-corruption & integrity forum that was
held in Paris, and in the side meeting on institutionalizing
public-private sector dialogue to fight corruption in the MENA
region. Similarly, to sharpen staff skills and keep them up to
date on the most recent developments, several were chosen
to attend local and international training on AML/CFT. Other
staff participated in MENAFATF plenary meetings, and were
also speakers in events held in Lebanon and abroad.

Supervisory Judicial Law Enforcement
Authorities Authorities Authorities
Interpol \ / Ministries
SIC
DATABASE
FlUs UN
2018 Information Exchange with Foreign Authorities
Vehicle
BDL Commercial Reg. Reg. Reporting Entities Courts
Higher \ / Gen. Prosecutor
Banking Council
Banking Control Real Estate
anking tontrol — > Reglster
Commission DATABASE
Pollce
Min. of
Forelgn Affairs State Securlty
Forces
Capxtaltha}trkets Customs General Security ~ Min. of Defense  Min. of Finance
uthority Forces
2018 Information Exchange with Local Authorities
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The Information Technology and Security Unit at
the Special Investigation Commission is in charge
of managing and updating all hardware, software,
applications and network communications infrastructure
needed for both the day-to-day operations of staff and for
the secure exchange of messages between the SIC and

reporting entities. Among the Unit’s core responsibilities is
also maintaining the SIC website, overseeing the disaster
recovery plan and the security of equipment, data,
documents and physical security of the premises.




ITS,
Security Unit

In today’s fast moving high risk environment, following up
on new technologies and security solutions is a necessity.
New cyber technologies and services are a constant target
to cyber-attacks and disruption attempts, which jeopardize
the regular operations of targeted institutions. Ensuring the
continuity of operations has become critical, mandating
constant improvements on security and continuity of
operations alternatives. This has become an ongoing
integral part of the IT & Security Unit functions, and no
longer a project that is studied and executed when needed.

During 2018, the outer security layer was reviewed and
updated to provide a stronger safety perimeter for the
entire information system. This update came after a risk
analysis and a review of the best fitting solutions for the
SIC needs was done. To ensure maximum availability,
redundancy/failover was added to the existing security
solution, and redundancy of some of the critical services was
added to the already implemented server virtualization to
provide an almost 100% availability of the base IT services.
Redundancy was also extended to the internet connections,
using multiple vendors and different connectivity media in
order to minimize any internet downtime.

On the software level, multiple enhancements were made
to the case management and follow-up system, by largely
improving the case administration and control module,
which now allows for performance measurement and the
immediate follow-up on cases handled. This measurement,
coupled with other case parameters allows for the
identification of operational weaknesses in order to provide
targeted training that enhances performance. The online
reporting system was also improved during the year to

include more features, mostly based on end-user needs and
ideas. Better integration between the internal system and
the secure external system used by reporting entities was

Software

Upgrades Custom

Development

Hardware

Other
Issues

Securit
User Support Y

Time distribution across tasks

made possible with the availability of new security layers.
This integration allows for faster treatment and responses,
as well as for the automation of more tasks.

Training is key to improve productivity and quality of work.
Throughout the year, the IT team participated in several
training sessions, conferences and lectures covering a
wide range of topics including security, communications
and development. This had its positive effect on the
implementation of new projects and on enhancing the
features of SIC systems, which also continue to benefit from
the exchange of expertise with FIUs. On a similar front, IT
related training and support was made available to SIC staff
and to some reporting entities.
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Important Milestones
A 10 Year Snapshot

BDL Basic Circular No. 83 amended to strengthen
the AML/CFT compliance function at the branch level

Issuance of SIC Circulars 15,16 & 18
Issuance of SIC Circular 17 on the electronic filing of

o Draft AML/CFT law, cross border

transportation of funds law and exchange STRs in accordance with the SIC modernization plan
of tax information law forwarded to the e SIC joins the Egmont Group Task Team on the
Parliament implementation of the EG strategic plan
* Second SIC Secretary e Issuance of BDL Basic Circular No.126 on e SIC joins a Committee tasked by the Ministry of
appointment the relationship between banks and financial Justice with preparing a draft Law for the recovery
e BDL Basic Circular No.83 institutions and their correspondents of funds related to corruption and smuggled to
amended to address MENAFATF o FATF Middle-East & Africa Regional Review Lebanon
ME report recommendations Group (RRG) meeting held in Beirut e Lebanon’s Fourth Progress Report submitted to
e |ssuance of SIC Circular 11 e [ebanon forma”y apphed for FATF MENAFATF
o MENAFATF 4" Assessors Training membership and SIC enhanced its e The review of Lebanon’s implementation of UNCAC
Workshop held in Lebanon involvement in certain FATF working groups was initiated (chapters 3 & 4)

.20 2@ ..,2
2609) " 2@ 2@

BDL Basic Circular No. 83 amended Lebanon’s First Progress Report submitted to
to include Risk Based Approach MENAFATF

Issuance of SIC Circulars 9 & 10 Suggested amendments to AML/CFT law &

SIC to lead ML/TF National Risk Assessment project
SIC signs new Egmont Group Charter
Corruption related funds returned to Tunisian

« MENAFATF 10" Plenary meeting held draft law on cross border transportation of funds Government
in Lebanon submitted to the Council of Ministers * SIC becomes member in the Judicial Committee
o MENAFATF adopts Lebanon’s * BDL Basic Circular No.83 amended tasked with developing a manual concerning the
ME Report e Issuance of BDL Intermediate Circulars No.264 recovery of funds related to corruption and smuggled
* SIC participates in the work of FATF & 272 for money dealers to Lebanon
Africa/Middle East Regional Review e Issuance of SIC Circulars 12, 13 & 14 * BDL Basic Circular No.111 on “Hawala transactions”
Group (RRG) « SIC joins Egmont Group's Special Project Team amended to include additional control measures
(SPT) on its charter review ¢ SIC Compliance Unit adopts fully Risk Based
* SIC reaches its 2000 case milestone Approach for on-site examinations
MOUs signed with Counterpart FIUs since SIC Inception
Country FIU Signing Date Country FIU Signing Date
1 Belgium CTIF-CFI Sep. 10, 2002 11 Senegal CENTIF Jan. 31, 2006
2 Croatia AMLO Oct. 7, 2002 12 Syria CMLC May 24, 2006
3 Thailand AMLO-TH Feb. 25, 2003 13 Panama UAF-PA Jun. 16, 2006
4 Monaco SICCFIN May 20, 2003 14 Haiti UCREF Jul. 20, 2006
5 Australia AUSTRAC Sep. 24, 2003 15 Paraguay FIU-PY May 30, 2007
6 France TRACFIN Jun. 21, 2004 16 nepuieof KoFIU Nov. 2, 2007
7 Ne}\mf‘egds MOT-AN Jun. 23, 2004 17 Georgia FMS Mar. 5, 2008
8 Albania GDPML Oct. 4, 2004 18 Canada FINTRAC Apr. 18, 2008
19 Romania ONPCSB Dec. 17, 2008
9 Guatemala IVE Sep. 8, 2005 py—
nitea Ara
10 Moldova SPCSB Sep. 9, 2005 20 Emirates AMLSCU May 26, 2009
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Enactment of a Law amending Article 316 bis. of the Lebanese Penal Code — Terrorism
Financing Offence (Law No.77)

Enactment of a Law on tax requirements for trustees and a Law abolishing the notion of
bearer shares and shares to order (Laws No.74 & 75)

Enactment of a Law on the exchange of information for tax purposes (Law No.55)

Issuance of BDL Intermediate Circular No.411 on bearer shares and of BDL Basic Circular
No. 138 on the Exchange of Tax Information covered by Banking Secrecy, in line with
international standards

BDL Basic Circular No.83 amended to establish at banks an AML/CFT Committee at the
board level

Issuance of BDL Basic Circular No. 137 & SIC Circular 20 on the implementation of HIFPA

Issuance of BDL Basic Gircular No. 2 regulating the activities of specialized lending entities
known as “comptoirs”

Issuance of BDL Intermediate Circulars No.415 & 418 on pre-paid cards

Issuance of SIC Circular 21 to insurance companies and other parties mentioned in
Article 5 of AML/CFT Law No.44

The Higher Council of Customs cooperates with the SIC to issue a mechanism to
implement Law No.42

Lebanon'’s eighth Progress Report submitted to MENAFATF
Issuance of a guidance manual on cybercrime prevention

The Lebanese Association of Certified Public Accountants and the Lebanese Ministry of
Justice issue circulars on the implementation of AML/CFT Law No.44

. 20 :

Lebanon represented by the SIC assumes the MENAFATF Presidency,
and the 27th & 28th Plenary meetings were held in Beirut

BDL Basic Circular No. 83 amended to cover the definition and
identification of the Beneficial Owner and to add an indicator for
certain suspicious real estate transactions

Issuance of two BDL Basic Circulars for Brokerage Firms and for
Collective Investments Schemes on the Beneficial Owner

Issuance of SIC Circular 24 on the definition and identification of the
Beneficial Owner

The Lebanese Tax Procedures Code amended to include the
Beneficial Owner (Law No. 106/2018)

The second ML/TF National Risk Assessment was initiated and is
being led by the SIC

The SIC, MENAFATF and ACINET jointly organized in Beirut the “Arab
Forum for Anti Corruption Agencies and Financial Intelligence Units”,
with support from the UN, EG, and OECD

The SIC, MENAFATF & ISF jointly organized in Beirut the “4"
Anti-Cybercrime Forum”

The Lebanese Association of Certified Public Accountants and the
Lebanese Ministry of Justice issued two separate manuals on the
implementation of AML/CFT Law no. 44/2015

2018)
A

Enactment of a new AML/CFT Law (Law No.44)

Lebanon accedes to the UN International Convention for the
Suppression of the Financing of Terrorism (Law No.53)

Enactment of a law on Declaring the Cross-Border Transportation of
Money & a law on the Exchange of Tax Information (Laws No.42 & 43)

The National Committee on Suppressing Terrorism Financing adopts
two Targeted Financial Sanctions Mechanisms for UNSCRs
1267 & 1373

Issuance of BDL Basic Circular No.136 & SIC Circular 19 on the
Implementation of UNSCR 1267

Issuance of BDL Intermediate Circular No.393 on AML/CFT
requirements for Money Remittance Companies

SIC Secretary General becomes EG MENA Region Representative &
Egmont Committee Vice Chair

Lebanon’s Sixth Progress Report submitted to MENAFATF
SIC reaches its 3000 case milestone

SIC Secretary General re-elected as EG MENA Region Representative &
Egmont Committee Vice Chair

SIC representing Lebanon assumed the Vice Presidency of MENAFATF
SIC received the StAR Award of Excellence from the World Bank-UNODC
Stolen Asset Recovery Initiative (StAR) for investigating a corruption case that
resulted in asset recovery

Issuance of SIC Circulars 22 & 23

Issuance of BDL Basic Circular No. 139 relating to the Common Reporting
Standard (CRS)

Issuance of BDL Basic Circular No. 144 on Cybercrime Prevention
Lebanon’s ninth Progress Report submitted to MENAFATF, and Lebanon
considered compliant or largely compliant in FATF core/key recs

The Beirut & Tripoli Bar Associations issued a manual that includes the
mechanism on the implementation of AML/CFT Law No. 44

Country FIU Signing Date Country FIU Signing Date
21 Qatar QFIU Apr. 28, 2010 30 Greece HELLENIC FIU Mar. 14, 2014
Kingdom of 31 South Africa FIC Jun. 03, 2014
22 Saudi Arabia SAFIU Jun. 30, 2010
32 Fiji FIJI-FIU Jun. 03, 2014
23 Japan JAFIC Jul. 10, 2012
o 33 Ukraine SFMS Jun. 03, 2014
24 Philippines AMLC Jul. 10, 2012
. Russia FSFM Jul 11 2012 34 Bangladesh BFIU Feb. 01, 2016
26 Algeria CTRF Sep. 13, 2012 35 Poland GIFI Feb. 02, 2016
27 Srilanka CBSL Jul. 3,2013 36 China CAMLMAC May 03, 2016
28 Sint Maarten MOT-SM Feb. 18 2014 37 Trinidad & Tobago FIUTT August 02, 2017
29 Burkina Faso CENTIF-BF Feb. 18,2014 38 Macao GIF QOctober 26, 2017
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Staff Training
Framework

The SIC believes that intellectual capital is its most valuable
asset, therefore investing in the training and development
of its staff is a stable policy. This investment is crucial
for the day-to-day work and equally important for other
engagements that require exceptional know-how to create
the necessary awareness, provide technical assistance
and participate in the various assignments undertaken by
international and regional bodies such as FATF, MENAFATF
and the Egmont Group.

Sharpening skills and exposing staff to AML/CFT best
practices has become almost a ritual at the SIC, and
is considered a high level professional education.
On-job training provides learning through experience where
acquired knowledge is shared through discussions and
brainstorming sessions, while feedback and communication
among units and levels perfects the understanding of an
efficient AML/CFT regime.

Special Investigation Commission

Participation in off-job training events such as seminars
and workshops organized in Lebanon jointly by the SIC
and other bodies or abroad (US Federal Reserve, Banque
de France, Australian Federal Police, etc.) is also intended
for this purpose. Moreover, visits to FIUs such as Tracfin,
FinCEN and Austrac, to name a few, are intended to grow
relationships and to allow the sharing of expertise.

Whether staff attended local, regional or international
training events, the in-house Continuous Professional
Education (CPE) program is intended to complement SIC
training initiatives by exposing staff to the most recent
standards and ML/TF trends. Special attention is also given
to the training needs of other national agencies that make
up for the AML/CFT regime.
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Experience
In words

RACHID | MAHA MOHAMAD | RANA
Having previously participated in the World ‘m We had the opportunity to participate in a three

Bank workshops on Basic & Advanced CFT day workshop organized jointly by the World

Investigative Techniques, we were selected Bank, MENAFATF, and the Arab Monetary Fund.
among a small group to undertake the 2018 The event was held in Abu-Dhabi and focused
“Train-The-Trainer” Course on Countering the on risk based supervision which is a key topic in
Financing of Terrorism. The said course took AML/CFT. The workshop highlighted the World
place in Beirut and aimed to develop a cadre Bank’s newly designed “Risk Based Approach
of experts for a “Train-the-Trainer” program Toolkit”, which consists of seven modules that
for future delivery in multiple jurisdictions. The can be applied in a programmatic approach.
training combined both theory and practice, In addition to presentations, the workshop
and covered topics such as characteristics and contained practical ideas, examples, and
qualities of a trainer, the learning cycle, course templates, many of which are applicable to
delivery techniques, problems encountered in actual supervisory activities. The information
a class room and how to write a session plan. acquired was relevant to us and relates
It also included mock & group presentations. directly to our day-to-day functions in the SIC

Overall, it was a very beneficial experience. Compliance Unit, and in our tasks that include
carrying out AML/CFT onsite examinations at

reporting entities.

OMAR

Each UNCAC state party has to nominate governmental experts to carry out the UNCAC implementation reviews
on behalf of their countries. During the year, | was selected by the SIC to participate in the Implementation Review
Mechanism (IRM) training which was organized by the UNODC in Vienna. The training was an opportunity
to learn more about the review methodology, the self-assessment checklist and the guidance note through
lectures, mock reviews and practical exercises, all of which are considered important when conducting future
UNCAC implementation review missions.

ROLA | ZEINA KAMAL | MYRIAM

As cybercrime risks continue In light of the increasing focus attributed to combatting corruption
to be a major concern globally, in all its facets, and the importance of its impact on the “2030

attending the Anti-Cybercrime UN Sustainable Development Goals”, the SIC organized the “Arab
Forum which was held for Forum for Anti-Corruption Agencies and Financial Intelligence
the fourth consecutive year Units”. The event was held in Beirut in partnership with MENAFATF
in Beirut was an opportunity and the Arab Anti-Corruption & Integrity Network (ACINET), and

with support from the United Nations, OECD and the Egmont
trends and. methods. The event Group. The forum was the first of its kind in the region as it
was organized by the SIC in was ab/g to br/ng'together representatives from Fl{Js and Ant./-
partnership with MENAFATF and Corrgpt/on AgenC/es to exp/ore means fpr dev'e/op/ng domestic

and international cooperation. Presentations highlighted the role
of various concerned parties from the public and private sector,
the civil society and media. Interesting debates and discussions
were held which were led by prominent speakers. All in all, it was
a valuable experience and a platform for networking.

to update ourselves on latest

the Lebanese Internal Security
Forces, and was attended
by public and private sector
stakeholders from Lebanon and
the region. Sessions focused
on several topics including
business email compromise,

ALAA
(t:ry ;;)to—e/zssets ?Dnd b/o;:k?h am ! Traveling to France to attend a week-long seminar on AML was
echnology. resentations a rewarding professional experience. The event was organized

on case studies and models by the International Banking and Finance Institute at Banque de
adopted by countries to counter France and highlighted the role of central banks, supervisory

cybercrimes were given. The authorities, and FIUs in the fight against money laundering and
Lebanese National Cyber financial delinquency. Sessions covered several topics including
Security Strategy, which is FATF international standards and assessment methodology, the
in the making and highlights European and French AML/CFT legal frameworks, methods of
the government's vision and supervision, the role of FIUs and the cooperation with judicial
roadmap, as well as the authorities, in addition to risk mitigating measures for e-banking
importance of Public-Private transactions. Speakers from Banque de France and international
Partnership were also discussed. institutions such as FATF enriched the event.
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LOCAL TRAINING

Date

1t Q18

2 Q18

37 Q18

4" Q18

Organizer

SIC/British Embassy in Beirut/

Training Events

Subject

No. of SIC
Staff Attending

UK National Terrorist Financial 2" National Terrorist Financial Investigative Course 5

Investigation Unit

Association of Certified Fraud

Examiners (AGFE) Conference on Fraud 2

Capital Markets Authority (CMA)/

US Securities and Exchange A training program on “Effective Oversight of Capital Markets” 1

Commission (SEC)

World Bank Advanced Counter Financing of Terrorism (CFT) workshop 1

European Commission / Technical

Assistance Information Exchange Workshop on “Transparency and Good Governance: the Importance

Instrument of the European of Public Accountability” 2

Commission / Ministry of State of y

Anti-Corruption

Canadian Embassy in Lebanon/

Global Center on Cooperative - ' I '

Security / Lebanese Armed Forces Training course on Financial Disruption 2

(LAF)

MENAFATE / SIC / ACINET The Arab Forum For Anti-Corruption Agencies & Financial 15
Intelligence Units

UNODC — Terrorism Prevention Specialized national workshop on “the Normative and Administrative

Branch (TPB) / European Challenges to prevent and counter the threats posed by Foreign 1

Commission Terrorist Fighters (FTFs)”

World Bank Train-The-Trainer Course on Countering the Financing of Terrorism 2

US State Department /U8 Digital Investigations & Security Executive Seminar (ESDIS) 3

Embassy in Lebanon

UAB/ SIC The 8" Annual Forum for Heads of AML/CFT Compliance Units In 3
Arab Banks & Financial Institutions

SIC / ISF/ MENAFATF/ European

Commission/ Al-lktissad 41 Anti-Cybercrime Forum 11

Wal-Aamal Group

Presidency of the Council of
Ministers /EU /Council of Europe
BDL / Middle East Airlines

UN Economic & Social
Commission for Western Asia
(ESCWA)

Special Investigation Commission

Workshop on the Budapest Convention on Cybercrime
& a Roundtable discussion on Cybersecurity

Regional Corporate Governance Conference: Financial Services,
Aviation and Hospitality

Conference on Financing Sustainable Development - Curbing lllicit
Financial Flows



REGIONAL & INTERNATIONAL TRAINING

1t Q18

27 Q18

37 Q18

4" Q18

Organizer

MENAFATF /GIABA/ ESAAMLG /
GABAC / FIU Morocco

OECD

Event/Location

Middle East and Africa Joint Typologies and Capacity Building
Workshop
(Rabat, Morocco)

-The 2018 OECD Global Anti-Corruption & Integrity Forum

- MENA-OECD Business Integrity Network Meeting on
“Institutionalizing Public-Private Dialogue to Fight Against Corruption
in the MENA Region”

(Paris, France)

No. of SIC
Staff Attending

Banque de France / Bank
Al-Maghrib

Prosecutor-General’s Office of the
Russian Federation / UNODC

MENAFATF / UNODC / The Qatari
National Anti-Money Laundering
and Terrorism Financing Committee

Seminar on the control practices in the fight against money
laundering and terrorism financing
(Rabat, Morocco)

Training workshop on The Mechanism for the review of
Implementation of the United Nations Convention Against Corruption
(Moscow, Russia)

Training Workshop on “How to disrupt terrorist networks by using
UNSCR sanctions 1267/1988”
(Doha, Qatar)

Anti-Money Laundering Examination Seminar

Federal Reserve System (Washington D.C., USA) 2
Workshop on “Financial Disruption - International Money Laundering

UNODC Networks” 2
(Vienna, Austria)
Implementation Review Mechanism (IRM) training dedicated to

UNODC Government Experts & Focal Points of UNCAC Member States 1
(Vienna, Austria)
Training course on “Demonstrating & Assessing Effectiveness of

IMF AML/CFT Regimes” 2
(Kuwait)

Association of Certified Anti-Money ~ ACAMS 9" Annual AML & Financial Crime Conference — MENA 1

Laundering Specialist (ACAMS) (Dubai, UAE)

MENAFATF / Arab Monetary Fund AML/CFT Risk Based Supervision Workshop °

(AMF) / World Bank
Deutsche Bundesbank

Banque de France/International
Banking and Finance Institute (IBFI)

UNODC

(Abu Dhabi, UAE)

Course on Combating Money Laundering - Level Il
(Frankfurt, Germany)

Anti-Money Laundering Seminar
(Paris, France)

Workshop on “Financial Disruption - International Money Laundering
Networks”
(Vienna, Austria)
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To date, the SIC
co-sponsored three
FIUs from the MENA

region that have joined
the Egmont Group

To date, several SIC
staff participated as
assessors in eleven
Mutual Evaluation
Missions for MENA
countries

40

Special Investigation Commission

The SIC has
provided training and
technical assistance
to several FIUs from

the MENA region



International
Reach Out Policy

Globalization and the interconnection of world economies
and financial systems, in addition to new technologies
that allow for swift movement of funds around the globe,
necessitate stronger cooperation to better fight organized
crime and the flow of illicit funds. To address the threats
at hand, the SIC realized, early on, the importance of
providing AML/CFT technical assistance especially to
regional counterparts. This stems from its strong belief that
money laundering (and its predicate offences), terrorism
financing and proliferation financing are crimes that can
be best fought, not only by domestic cooperation, but also
by collective efforts of counterpart FIUs and other foreign
competent agencies.

Reach out efforts over the years in the form of technical
assistance and other engagements were carried out by
the SIC on its own or in partnership with regional and
international bodies such as MENAFATF, FATF, UNODC,
World Bank, IMF and the Egmont Group. SIC’s expertise were
channeled to several FIUs to satisfy their needs for technical
assistance and training. Tailored programs were designed
to accommodate these needs, notably in compliance, policy
drafting, information analysis, IT & security, and supervision
of reporting entities. Technical assistance programs also
comprised providing regional FIUs and bank supervisors
with AML/CFT training. Moreover, seconding SIC staff on
missions including on mutual evaluation missions with
international bodies and standing out as guest speakers in

different regional and international events on topics such
as AML/CFT compliance, FATF international standards,
FIU operations and ML/TF trends while providing sanitized
cases derived from the SIC rich experience compliment such
efforts. This is all done on the back of the SIC commitment
to providing technical assistance and enhancing regional
cooperation.

The SIC presence in plenary meetings (MENATFATF,
EGMONT & FATF) and active involvement in working groups
and projects as well as its previous involvement in the
FATF Middle East & Africa Regional Review Group (RRG) to
review the progress reports of jurisdictions brought within
the ICRG process also paid off. Such efforts resulted in
bringing several FIUs from MENAFATF member countries to
full Egmont Group membership and in raising compliance
levels to international standards.

The SIC has grown accustomed to quality work with
international and regional bodies. Be it in engagements
such as joint Egmont/FATF typologies workshops, and
in projects such as: the FATF Global Threat Assessment
(GTA), the Experts Group work on amendments to the
FATF recommendations and in EG’s charter review project
as well as the EG ISIL project. Going forward, and in spite
the fact that such contributions require lots of resources,
their rewarding outcome leads the SIC to continue on this
path.
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TECHNICAL ASSISTANCE & OTHER ENGAGEMENTS

No. of Tvoe of
Organizer Event/Location SIC Staff yp
Involvement
Involved
Seminar on “Strengthening Regional Cooperation:
OECD / IMF Corruption: how to better detect and improve enforcement” 1 Speaker
(Kuwait)
SIC / British Embassy in Beirut/ e A i
UK National Terrorist Financial 2 _Natlonal Terrorist Financial Investigative Course 5 Speakers
o . (Beirut, Lebanon)
Investigation Unit
MENAFATF /GIABA/ ESAAMLG / Middle East and Africa Joint Typologies and Capacity Building Workshop 1 Particinant
GABAC / FIU Morocco (Rabat, Morocco) P
FATE FATF Plenary and Working Groups meetings ’ Participants

(Paris, France)

- Visit to the premises of MENAFATF Secretariat (Manama, Bahrain)

Ellﬁ/gla E]I:IQEATF Secretarial/FIU KSA/ - Visit to the premises of FIU of Kingdom of Bahrain (Manama, Bahrain) 2 n\l]\gogtl?:]ngs
- Visit to the premises of FIU of Kingdom of Saudi Arabia (Riyadh, KSA) g
Egmont Working Groups meetings )

EUTOUESIIE (Buenos Aires, Argentina) ! Bl

Lebanese International University —  Conference on “Financial Crimes and their Effect on Lebanese Economy” 1 Speaker

Beirut Campus (Beirut, Lebanon)

A mutual evaluation onsite assessment mission
BEEZIF (MENAFATF member country) ! Hesgesr

Ministry of Finance/OPES Software/  Conference on “Compliance & CRS Implementation in the Arab World:

Lebanese International University/ Challenges and Avoiding the Pitfalls” 1 Speaker

Justicia Law Firm (Beirut, Lebanon)

Tunisian National Counter-Terrorism p . . y

Commission (CNLCT)/ The French \(/TVS;T;Z;)D O G SR O TS s 1 Speaker

Embassy in Tunisia/ European Union

th i 1

MENAFATE / SIC Thg 27" MENAFATF Plenary & Working Groups meetings 16 Delegation
(Beirut, Lebanon)
A specialized national workshop for a MENA country on “The Normative and

UNODC — Terrorism Prevention Administrative Challenges Implemented to Countering the Emerging Threats 1 Speaker

Branch (TPB) / European Union of Foreign Terrorist Fighters (FTFs)” P
(Amman, Jordan)

FATF/MENAFATF Joint ICRG Group Meeting - Africa/Middle East Region ] Delegation
(Amman, Jordan)

FATF/MENAFATF FATE/MENAFATF Joint Plenary & FATF Working Groups meetings 3 Delegation
(Paris, France)

UAB Forum on “Current Challenges Facing Arab Banks & Financial Institutions 1 Speaker

(Beirut, Lebanon)
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Date

No. of

Organizer Event/Location SIC Staff I Type of
nvolvement
Involved
UAB / BDL / ESA Institute for Forum on “Governance in Banks & Financial Institutions in the Arab World”
X , 1 Speaker
Finance & Governance (Beirut, Lebanon)
A mutual evaluation onsite assessment mission
MENAFATF (MENA Country) 1 Assessor
BOL Intqrnshlp Program (Phase | & Il): Lebanon’s experience in fighting ML/TF 9 Speakers
(Beirut, Lebanon)
SIC / Global Center on Cooperative
Security / ESA Institute for Finance ~ AML/CFT Workshop for Notaries in Lebanon ’ Speakers
& Governance/ Canadian Embassy ~ (Beirut, Lebanon) P
in Lebanon
A training seminar to a delegation from a MENA FIU on current methods
UNODC / SIC / MENA Country & practices used to analyze financial intelligence 3 Speakers
(Beirut, Lebanon)
SIC / The Lebanese Association of tTr:?rXSgiti?mmar on AML/CFT Law 44 and Law 55 & the responsibility of , Soeakers
Certified Public Accountants (LACPA) . p
(Beirut, Lebanon)
BOL Intqrnshlp Program (Phase Il & Ill): Lebanon’s experience in fighting ML/TF 8 Speakers
(Beirut, Lebanon)
Egmont Plenary and Working Groups meetings )
Egmont Group (Sydney, Australia) 1 Delegation
SIC / The Lebanese Association of Tramlngl Seminar on AML/CFT Law 44 and Law 55 & the responsibility of
Certfied Public Accountants (LACPR) 1 AudIor 2 g
(Tripoli, Lebanon)
SIC / The Lebanese Association of tTt:?rXSgit%?mmar on AML/CFT Law 44 and Law 55 & the responsibility of 1 _—
Certified Public Accountants (LACPA) . p
(Baaklin, Lebanon)
FATF FATE Plenary and Working Groups meetings 3 Participants
(Paris, France)
The European Union / Ministry of Lebanon - EU Meeting on Security and Justice Cluster 1 Working
Foreign Affairs & Emigrants (Beirut, Lebanon) meetings
MENAFATF / SIC Working meetmgs with MENAFATF Secretariat officials 1 Workllng
(Manama, Bahrain) meetings
The 8™ Annual Forum For “Heads of AML/CFT Compliance Units in Arab
UAB/ SIC Banks & Financial Institutions 3 Speakers
(Beirut, Lebanon)
Seminar on AML/CFT and financial crimes for commercial banks
BDL and financial institutions 2 Speakers
(Beirut, Lebanon)
Lebanese Ministry of National Lecture on AML/CFT and SIC role & functions 9 Speakers
Defense — Directorate of Education  (Beirut, Lebanon) P
th i i
MENAFATF / SIC Thq 28" MENAFATF Plenary & Working Groups meetings 16 Delegation
(Beirut, Lebanon)
Discussions of Mutual Evaluation Reports of two MENAFATF member
MENAFATF countries 2 Assessors
(Beirut, Lebanon)
BDL / European Bank for . )
Reconstruction and Development '(ABI\QKJ ?erigﬁgg)mble DISELSES 1 Speaker
(EBRD) '
Presidency of the Council of ' ' .
Ministers / The Supreme Defense l\/legtmg of the Lebanon National team on Cybersecurity Strategy 1 Participant
. (Beirut, Lebanon)
Council
Lebanese Ministry of National Lecture on AML/CFT and SIC role & functions 3 Speakers

Defense

(Beirut, Lebanon)
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44

1tQ’18

2 Q18

37 Q18

SECRETARY GENERAL ENGAGEMENTS

Organizers

OECD / IMF

UAB / Egyptian FIU / Federation
of Egyptian Banks (FEB)

FATF

SIC / Egyptian FIU

SIC /MENAFATF Secretariat / FIU
KSA / FIU Bahrain

Egmont Group

Event/Location

Seminar on “Strengthening Regional Cooperation:
Corruption: how to better detect and improve enforcement”
(Kuwait)

The Arab Banking Forum: Risks of Modern Technology in Combating
Money Laundering & Financing Terrorism (Luxor, Egypt)

FATF Plenary and Working Groups meetings
(Paris, France)

Visit to the premises of FIU of Egypt
(Cairo, Egypt)

« Visit to the premises of MENAFATF Secretariat (Manama, Bahrain)
« Visit to the premises of FIU of Kingdom of Bahrain (Manama, Bahrain)
« Visit to the premises of FIU of Kingdom of Saudi Arabia (Riyadh, KSA)

Egmont Working Groups meetings
(Buenos Aires, Argentina)

Type of
Involvement

Speaker
Speaker
MENAFATF
President
Working meetings

Working meetings

Head of Delegation

MENAFATF / SIC

MENAFATF / SIC / ACINET

UNODC

UNODC

UNODC

FATF/MENAFATF

The 27" MENAFATF Plenary & Working Groups meetings
(Beirut, Lebanon)

The Arab Forum For Anti-Corruption Agencies & Financial Intelligence
Units
(Beirut, Lebanon)

The 9™ Session of the Implementation Review Group of the UNCAC
(Vienna, Austria)

The 12" Intersessional meeting of the Open-Ended Intergovernmental
Working Group on Asset Recovery
(Vienna, Austria)

The 7" Open-Ended Intergovernmental Expert meetings to enhance
international cooperation under the UNCAC
(Vienna, Austria)

FATF/MENAFATF Joint Plenary Meeting & FATF Working Groups meetings
(Paris, France)

MENAFATF
President

Opening speech

Participant

Participant

Participant

MENAFATF
President

SIC / Global Center on Cooperative
Security / ESA Institute for Finance
& Governance/ Canadian Embassy
in Lebanon

Egmont Group

UNODC / SIC / MENA Country

Egmont Group

UNODC

UNODC

Chamber of Commerce,
Industry & Agriculture of Tripoli
& North Lebanon / International
Compliance Association (ICA) /
AZM University

Special Investigation Commission

AML/CFT Workshop for Notaries in Lebanon
(Beirut, Lebanon)

Egmont Committee Intersessional Meeting
(Malbun, Liechtenstein)

A training seminar to a delegation from a MENA FIU on current methods
& practices used to analyze financial intelligence
(Beirut, Lebanon)

Egmont Plenary and Working Groups meetings
(Sydney, Australia)

The first resumed 9th Session of the Implementation Review Group of the
UNCAC (Vienna, Austria)

The 9" Meeting of the Open-Ended Intergovernmental Working Group on
the Prevention of Corruption
(Vienna, Austria)

A seminar on “Developing a Culture of Compliance to the International
Financial Standards — A National Interest”
(Tripoli, Lebanon)

Opening speech

Working meetings

Opening speech

Head of Delegation

Participant

Participant

Speaker



4" Q18

Organizers

FATF

The European Union / Ministry of
Foreign Affairs & Emigrants

MENAFATF / SIC

UAB / SIC

UNODC

UNODC / World Bank-UNODC
Stolen Asset Recovery Initiative
(StAR)

BDL

MENAFATF / SIC

SIC / ISF/ MENAFATF/ European
Commission / Al-lktissad Wal-
Aamal Group

MENAFATF / Arab Monetary Fund
(AMF) / World Bank

Event/Location

FATF Plenary and Working Groups meetings
(Paris, France)

Lebanon - EU Meeting on Security and Justice Cluster
(Beirut, Lebanon)

Working meetings with MENAFATF Secretariat officials
(Manama, Bahrain)

The 8™ Annual Forum For Heads of AML/CFT Compliance Units in Arab
Banks & Financial Institutions
(Beirut, Lebanon)

The 2" resumed 9™ session of the Implementation Review Group of the
UNCAC
(Vienna, Austria)

Expert Group Meeting on “Concealing Beneficial Ownership: How to
prevent abuse of legal professional privilege”
(Vienna, Austria)

Banque du Liban « Compliance Day 2018 »
(Beirut, Lebanon)

The 28" MENAFATF Plenary & Working Groups meetings
(Beirut, Lebanon)

4™ Anti-Cybercrime Forum
(Beirut, Lebanon)

AML/CFT Risk Based Supervision Workshop
(Abu Dhabi, UAE)

Type of
Involvement

MENAFATF
President

Working meetings

MENAFATF
President

Opening speech

Participant

Speaker

Speaker

MENAFATF
President

Opening speech

MENAFATF
President
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2018 Training, Technical
Assistance & Other Engagements

. Prior Years

N.B. Some Countries visited in 2017
were also visited in prior years
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During the Macao

2017 Egmont Group Plenary
meeting, the World Bank-UNODC
Stolen Asset Recovery Initiative |
presented, for the first time, a StAR |
Award of Excellence to the SIC and to |
another FIU. Both were recognized for /
investigating, freezing, and also for /

the successful repatriation of

corruption related funds./

-



TERRORISM
FINANCING

TAX
EVASION

Selection of
Typologies

Report (ROA): The SIC received a request of assistance from the Lebanese
Internal Security Forces (ISF) concerning a detainee and several fugitives
suspected of being involved in TF activities. The ISF sought the SIC assistance in
order to identify related accounts and transactions in Lebanon and abroad since
preliminary investigations revealed that the suspects had also travelled across
several countries.

Analysis and Investigation: Locally, the SIC initiated its investigation by
circulating the names of the suspects to all banks, financial institutions and money
remittance companies operating in Lebanon. Bank accounts were identified for
two of the suspects. The analysis carried out on the obtained bank records and
the statements showed similar patterns of several small-amount cash deposits
as well as cash and ATM withdrawals. Two money remittance companies also
reported executing for them several incoming and outgoing remittances.

Internationally, the SIC requested assistance from several counterpart FIUs. One
FIU provided information on one of the suspects for being involved in terrorism
related activities and that a warrant was issued for his arrest. A second FIU
reported having received on the same suspect from a bank an STR in connection
with unjustified cash deposits and a transfer.

Two other FIUs reported having information on two other suspects. One mentioned
having in its database three unusual transactions pertaining to unexecuted
operations for a suspect due to lack of documentation and cooperation. The other
FIU revealed having information on a bank account belonging to a suspect that
had a minimal balance and was used to pay off debt and credit card transactions
executed in several countries.

Subsequent Measures: The SIC decided to freeze the identified bank accounts in
Lebanon, and sent all the findings including information obtained from counterpart
FIUs to the General Prosecutor, who later forwarded the case for prosecution on
TF charges.

Report (ROA): The SIC received a request of assistance from the Lebanese
General Prosecutor concerning a Mutual Legal Assistance (MLA) case originating
from a foreign judicial authority. The MLA was related to acts of tax evasion and
fraudulent bankruptcy committed by a suspect, as well as accusations against
him for using his Lebanese registered company to conceal large amounts of
money. Accusations also covered illegal acts involving real estate that affected
a company’s operations abroad and caused losses in salaries and social security
contributions.

Analysis & Investigation: The SIC initiated its investigation by circulating the
names of the suspect and his company to all banks and financial institutions
operating in Lebanon in an effort to identify accounts and transactions. The SIC
identified one bank account for the suspect’s company, and obtained the account
statements as well as available CDD information. The analysis performed identified
transfers received from abroad totaling 4 Million Euros that were later transferred
to a relative and abroad.

Subsequent Measures: Banking secrecy was lifted and SIC findings were
forwarded to the Lebanese General Prosecutor to take appropriate measures
including providing information to the foreign judicial authority.
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DRUG
TRAFFICKING

DRUG
TRAFFICKING

Special Investigation Commission

Report (ROA): The SIC received a request of assistance from the Lebanese
Internal Security Forces (ISF) regarding several Lebanese and none Lebanese
nationals accused of drug trafficking.

Analysis and investigation: A search of the SIC database revealed that
some were subject to previous investigations relating to drug trafficking and
counterfeiting of currency. At the time, the SIC identified and froze accounts and
forwarded the matter to the General Prosecutor for further investigation. With the
new ROA at hand, the SIC circulated all the names to banks, financial institutions
and money remittance companies operating in Lebanon. Findings revealed the
existence of one bank account that was dormant and had a minimal balance.
One money remittance company reported a few remittances in prior years, one of
which was received from abroad.

Subsequent measures: The SIC forwarded the findings to the General Prosecutor
for further investigation and requested from all money remittance companies to
refrain from executing any future transactions for the suspects.

Report (STR): A local bank filed several STRs on a number of customers for
depositing cash and claiming that they were proceeds generated from the sale
of real estate. The customers presented several power of attorney documents
used in the transactions, and promised to provide further supporting documents
afterwards.

Analysis and Investigation: The SIC initiated its investigation by analyzing
the suspects’ account statements and also circulated their names to all banks,
financial institutions and money remittance companies in order to identify related
transactions and bank accounts. The SIC also contacted several national agencies,
including law enforcement and the real estate registrar for information on the
suspects’ real estate ownership. During the investigations, the SIC received a
request of assistance from the General Prosecutor concerning suspects accused
of drug trafficking. The names of those suspects were also forwarded to all
banks; financial institution and money remittance companies. The SIC was able
to identify further bank accounts and transactions, and the analysis revealed that
the suspects mentioned in-the STRs had sold their real estate to the accused drug
traffickers for cash. Furthermore, the SIC contacted public notaries to identify real
estate transactions executed through proxies for the aforementioned suspects.

Subsequent measures: The SIC decided to freeze the balances of the identified
bank accounts, placed an encumbrance on the suspects’ real estate, and
forwarded the findings to the General Prosecutor.



CORRUPTION

CYBERCRIME

Report (ROA): The SIC received a request of assistance from the Lebanese
General Prosecutor concerning allegations of corruption and abuse of position
brought against a local-PEP, who for personal gain colluded with a suspect in
settling violations that facilitated tax evasion. Banking information among other
things were needed to complement the ongoing investigation.

Analysis & Investigation: In order to identify transactions and accounts, the
SIC circulated the names of the PEP and the suspect to all banks and financial
institutions operating in Lebanon. Several bank accounts belonging to the PEP, a
relative and the suspect were identified. The analysis performed on the obtained
accounts statements revealed no transactions between the aforementioned
individuals. The analysis however depicted unjustified frequent cash transactions
that were deposited in the PEP and a relative’s accounts, the source of which were
unknown. A search of the SIC database also revealed that the suspect was subject
to previous investigations concerning unusual cash deposits.

Subsequent Measures: The SIC decided to lift banking secrecy off the identified
bank-accounts, and forwarded the findings to the General Prosecutor for further
investigations.

Report (STR): A local bank filed a suspicious transaction report with the SIC after
receiving complaints from a customer concerning a wire transfer in the amount
of $ 600K that did not reach the intended beneficiary abroad. Later on, the SIC
received from another bank a suspicious transaction report concerning two wire
transfers totaling 1 Million Euros that also did not reach the intended beneficiaries
and involved the same customer. The two banks had contacted the concerned
correspondent banks, and were unsuccessful in returning the transferred funds.
Preliminary findings pointed towards possible hacking/cybercrime offences.

Analysis and investigation: The SIC initiated its investigation by reviewing all
related bank records, documents and invoices obtained from the two reporting
banks. The review of the documents revealed that the customer’s e-mail was
hacked and that he was provided with false billing information and bank account
details relating to the purchase of merchandise he had negotiated and intended to
import. The customer acted on those details by submitting them to the two banks
with instructions to execute the transfers.

The SIC also contacted two counterpart FIUs seeking information on the bank
accounts that received the transfers abroad. The information gathered from the
first FIU indicated that the account holder was not the intended supplier and that
the account had received inward transfers that were followed by 17 outward
transfers to different parties in other jurisdictions. The Second FIU indicated that
the account did not belong to the intended supplier and that the transfers received
were followed by cash withdrawals.

Subsequent measures: The SIC forwarded the findings to the General Prosecutor
suggesting that the judicial police-cybercrime office investigate the matter further,
and asked the reporting banks for updates on the law suit filed abroad by the
customer.
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EMBEZZLEMENT
OF PRIVATE
FUNDS

FORGERY
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Report (STR): A local bank filed an STR with the SIC ¢
transactions carried out by a bank employee on custom
employee works in customer service, and had arrange:
issued in the names of several customers and used them

Analysis and Investigation: The bank statements of seve
reviewed by the SIC revealed ATM withdrawals worth thot
the information at hand indicating towards acts of embezzle
the name of the suspect to all banks, financial institutions
companies operating in Lebanon to identify bank account
bank accounts were identified. The analysis of the acco
had small balances, and that their activity consisted mainl
and of small cash deposits and withdrawals.

Subsequent Measures: The SIC decided to freeze th
identified bank accounts, and provided the General Prost
for further investigations. While under interrogation the
committing forgery and embezzling funds from customers

Report (STR): A Lebanese national approached a local b
account and an account for his company. The customer
trade and distribution, and wanted to obtain bank facili
were opened after CDD measures were carried out and the
identification documents were obtained. Due to the nature
activity that involved cash transactions, the accounts wer
and were subjected to enhanced monitoring. After comin
that posted names and pictures of individuals arrested f
documents, and after noticing that one of the pictures wa:
the customer’s ID card, the bank became suspicious and f

Analysis and Investigation: The SIC obtained from 1
identification document used to open the accounts, along v
which reflected frequent cash deposits and check withdr
of thousands of dollars. The obtained ID was then circulatr
institutions, and money remittance companies operating
identify transactions and other accounts opened with the
banks reported having accounts for the suspect and the
the accounts’ statements reflected a similar pattern of ca
check withdrawals. The information obtained from law ¢
confirmed that the customer’s ID was forged.

Subsequent Measures: With the findings at hand, the Sl
secrecy, freeze the identified bank accounts and forward tl
to the General Prosecutor for further investigation.
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About the

Egmont Group

Egmont-Arenberg Palace
Brussels, Belgium

The Egmont Group of Financial Intelligence Units (EG) was formed
in 1995 and derived its name from the “Egmont-Arenberg
Palace” in Brussels—Belgium where the first meeting was held.

The EG is a non-political international forum of operational
Financial Intelligence Units (FIUs).

The EG goal is to provide a forum for FIUs to improve cooperation
in the fight against money laundering and terrorism financing.

The EG member FIUs must meet the FATF definition of an FIU
and have full operational status.

The EG has grown from 13 FlUs in 1995 to 159 FIUs by
year-end 2018.

The EG comprises 13 FIUs from the MENA region.

The EG operating structure is comprised of: the Heads of FIUs
(HoFIUs), the Chair of the EG, the Egmont Committee (EC), the
Working and Regional Groups, and the Secretariat.

The EG governing body is the HoFIUs and their decisions are
taken by consensus.

The Egmont Committee serves as a consultative and coordination
body for the HoFIUs.

There are four Working Groups within the EG, each has a Chair and
Vice Chairs:

o Information Exchange on ML/TF WG

o Membership, Support & Compliance WG

o Policy & Procedures WG

o Technical Assistance & Training WG

There are eight Regional Groups within the EG:
o Asia & Pacific o East & Southern Africa

o Americas o West & Central Africa
o Europe | o Middle East & Northern Africa
o Europe |l o Eurasia

The Egmont Secure Web (ESW) is the electronic communication
system that allows encrypted sharing of e-mails, financial
intelligence and other information among EG member FlUs.

The Egmont Group Secretariat (EGS) is located in Toronto-Canada
and provides strategic, administrative and other support to the EG
activities.

The EG has its own charter as well as principles for information
exchange that were last updated in July 2013 in the South Africa
EG plenary.

Special Investigation Commission

No. of FlUs
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2008 2009 2010 2011 2012 2013 2014 2015 2016 2017 2018

EG - FIU Membership Growth (2008-2018)

Americas
(38 FlUs)

West & Central
Africa
(14 FIUs)

Eurasia
(6 FlUs)

Europe |
(30 FlUs)

Asia &
Pacific
(27 FIUs)

East & Southern
Africa
(8 FIUs)

Middle East &
Northern Africa
(13 FIUs)

Europe Il
(23 FIUs)

EG - Regional Distribution of FIUs



sic &

the EG

e The SIC joined the EG in 2003, and was among the first from the MENA
region.

e The SIC is active in the work of EG Working Groups.

e The SIC co-sponsored a number of MENA FlUs to obtain EG membership,
and has also provided technical assistance to FIUs.

e The SIC participated in the Charter Review Project and in the Task Team that
worked on the implementation of the EG Strategic Plan for 2014—2017.

e |n January 2015, the SIC Secretary General was elected as the MENA
Regional Representative. The main roles and functions of the Regional
Representatives include with respect to their regions the following:

o Representing their regions in the EC, and communicating FIUs developments,
views and interests to the EC.

o Developing a regional action plan in coordination with FIUs and ensuring its
effective implementation.

o Facilitating & coordinating training and technical assistance for FlUs as
needed.

o Assisting in identifying, where applicable, possible sponsors for candidate
FlUs.

o Engaging, as appropriate, in all aspects of the Support & Compliance
Process.

e |n June 2015, the SIC Secretary General was appointed as Vice Chair of
the Egmont Committee. The main roles and functions of the EC Vice Chairs
include:

o Supporting and advising the EG Chair on matters affecting the EG.
o Representing the EG in ceremonial duties as needed.
o Acting as a Chair in the absence of the EG Chair.

e |n 2016, the SIC joined the team working on the “Egmont Centre of FIU
Excellence and Leadership (ECOFEL)” project.

e |n July 2017, and during the Macao Egmont Group Plenary meeting:

o The SIC Secretary General was re-elected as the EG MENA Regional
Representative for a second consecutive term of two-years. The SIC Secretary
General was also re-appointed as Vice Chair of the Egmont Committee.

o The World Bank-UNODC Stolen Asset Recovery Initiative presented, for the
first time, a StAR Award of Excellence to the SIC and to another FIU. Both
were recognized for investigating, freezing, and also for the successful
repatriation of corruption related funds.

e |n 2018, the SIC organized along with other partners, and with the support
of the Egmont Group, the “Arab Forum for Anti-Corruption Agencies and
Financial Intelligence Units”.
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About
MENAFATF

e MENAFATF is a FATF Style Regional Body (FSRB) established in
2004 at an inaugural meeting held in Bahrain. It is independent from N
any other international body or organization, and is voluntary and
co-operative in nature.

Member Countries are:

e MENAFATF member countries are committed to a Memorandum of e
Understanding that aims to achieve the following main objectives:
o Adopt & implement FATF 40 recommendations o F/)*Jgh’c o Hgﬁggg;;e R;gmfof
o Cooperate among each other to raise compliance with FATF Egypt of Jordan Mauritania
standards within the MENA region and cooperate with other
international & regional organizations to improve compliance
o Work jointly to identify issues of regional nature related to ML & TF,

and to share relevant experiences & develop solutions for dealing

; Kingdom Kingdom of Kingdom
with them of Bahrain Morocco of Saudi
Arabia

¢
O

e MENAFATF member countries also commit to participate in mutual

evaluation programs which the Plenary adopts, and to participate in y N y N
other MENAFATF activities. f % 3 [l |

e MENAFATF sets its own work, regulations and procedures and '
cooperates with other international bodies, notably the FATF, to o : . feinet
reach its objectives. Republic of Algeria

e MENAFATF decisions are taken in the Plenary meeting either “‘
unanimously or by consensus. Y'J

e Membership has grown from 14 countries in 2004 to 21 countries by Republic of Republic of Republic of
year_end 2018 Sudan Tunisia Yemen

e There are two Working Groups (WGs) within MENAFATF:
o Technical Assistance and Typologies Working Group (TATWG)
o Mutual Evaluation Working Group (MEWG)

O

* QObserver countries are: State of State of State of
Republic of France Kuwait Libya Palestine

o

o United States of America

o United Kingdom of Great Britain & Northern Ireland ﬁ
o Kingdom of Spain “ /
o Australia -
o State of Sultanate of Syrian Arab

Federal Republic of Germany Qatar Oman Republic

e Observer institutions /organizations are:
International Monetary Fund

World Bank

Co-operation Council for the Arab States of Gulf
Financial Action Task Force Rggfg[g'm Upted Arab R‘Eﬁﬁgﬁi“
Egmont Group of FlUs Somalia

Asia/Pacific Group on Money Laundering

World Customs Organization

Arab Monetary Fund

Eurasian Group on combating money laundering and financing

of terrorism

United Nations

e MENAFATF Secretariat is headquartered in the Kingdom of Bahrain.

e MENAFATF is an Associate Member of FATF, a status shared with
eight other FSRBs.

o

0
X

O 0O 00 0O O OO

o
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the MENAFATF

e |ebanon is a founding member of MENAFATF, it played an important role in its
creation, and assumed its first year Presidency in 2005.

e The SIC represents Lebanon in MENAFATF.
e The SIC is actively involved in MENAFATF Working Groups activities & projects.

e The SIC participates in the MENAFATF delegation to FATF Plenary and WG
meetings.

e |n 2009, MENAFATF carried an assessment of Lebanon’s AML/CFT regime and
adopted Lebanon’s Mutual Evaluation Report (MER). Nine follow-up progress
reports were submitted by the SIC pursuant to the said MER.

e Assessors from Lebanon participated in mutual evaluation missions of several
MENA countries.

e |n 2017, Lebanon represented by the SIC, assumed the Vice Presidency of
MENAFATF, and is expected to assume the Presidency in 2018.

e |n 2018, Lebanon represented by the SIC, assumed the MENAFATF Presidency.

e |n 2018, the SIC organized in collaboration with MENAFATF and other organizations:
o The “Arab Forum for Anti Corruption Agencies and Financial Intelligence
Units”

o The “Fourth Anti-Cybercrime Forum”

FATF Style Regional Bodies (FSRBs)

FATF offices —
OECD Building
Paris, France

Eastern and Southern Africa Anti-Money JUiSevornmantal Action Group

Asia Pacific Group (APG) ) against Money Laundering
(41 member countries) & AT L ,(ESAAMLG) in West Africa (GIABA)
(18 member countries) )
(17 member countries)

.- Caribbean Financial Action Groupe d’Action contre le blanchiment Middle East and North Africa Financial

} Task Force (CFAT) €0 Argent en Afrique Centrale (GABAC) {0 0 Action Task Force (MENAFATF)
(25 member countries) " (7 member countries) T (21 member countries)
e ’ ... Financial Action Task Force of . Coraly Eurgpe commmee of Experts
. Eurasian Group (EAG) @ | iin America (GAFILAT) . on the Evaluation of Anti-Money
(9 member countries) ¢ Laundering Measures (MVONEYVAL)

17 member countries
( ) (34 member countries)

B Note: Russia is also a member of MONEYVAL while China & India are also members of APG
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Role of the National Committee
for Coordinating AML Policies

As is the case for all inter-agency committees, the National
Committee for Coordinating AML Policies plays an important
role in addressing challenges and fostering coordination
among Lebanese agencies involved in the fight against
money laundering. This Committee serves as a forum to
exchange views and suggestions leading up to the adoption
and constant review of a national AML strategy that aims to
enhance Lebanon’s AML regime. Moreover, it serves as a
platform for follow up to ensure that the said strategy is being
implemented.

In addition, keeping track of evolving AML international
standards and recommending how such standards should
be tailored and integrated into laws, regulations or best
practices, not to mention addressing points highlighted in :
Lebanon’s mutual evaluation report remain at the core of the Dr. Muhammad Baasiri
Committee’s work and a top priority in its yearly meetings. Vice Governor

MILESTONES

e Suggested by the Governor of Banque du Liban in
September 2002.

e Established by the Lebanese Council of Ministers in
October 2002.

e Comprised of Banque du Liban’s Vice Governor as Chair, with
members including the SIC Secretary General, representatives
from the General Prosecutor, Banking Control Commission,
Customs Directorate and the Internal Security Forces.

e Assigned with tasks including improving coordination among
concerned national authorities.

e (haired by Banque du Liban’s Vice Governor Dr. Marwan
Nsouli (2002—-2008).

e Suggested expansion to include additional authorities as
members made by the Governor of Banque du Liban in
August, 2007.

e Expanded by the Lebanese Council of Ministers in September
2007 to include representatives from the Ministry of Justice,
Ministry of Finance, Ministry of Interior & Municipalities,
Ministry of Foreign Affairs, Ministry of Economy & Trade and
Beirut Stock Exchange.

e (Chaired by Banque du Liban’s Vice Governor Dr. Muhammad
Baasiri (2009 —present).

e Established its Secretariat in 2009.

N /
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Role of the National Committee on
Suppressing Terrorism Financing

With the threat of “terrorism finance” on the rise and with
the negative impact that such a crime has on countries, their
financial sectors, and societies at large, the Lebanese Council
of Ministers established in 2007 the National Committee on
Suppressing Terrorism Financing. This was done to ensure
that concerned national agencies are doing their best to fight
and keep away this phenomenon.

Bringing together professionals on the matter to share
expertise, knowledge and keep track of evolving international
standards is of utmost concern to the Committee. Since its
establishment, the Committee’s yearly meetings focus on
recommending to the Council of Ministers actions that aim to
keep the country’s “CFT” efforts at par with the international
standards. This includes addressing the findings highlighted
in Lebanon’s Mutual Evaluation Report including on
non-profit organizations, and addressing identified TF risks.

Major General Imad Osman
Director General of the Lebanese
Internal Security Forces

MILESTONES

e Suggested by the Governor of Banque du Liban in
August 2007.

e Established by the Lebanese Council of Ministers in
September 2007.

e Headed by the Ministry of Interior & Municipalities and
includes members representing the Ministry of Justice,
Ministry of Finance, Ministry of Foreign Affairs, General
Prosecutor Office, Special Investigation Commission and
Banque du Liban.

e (Chaired by the representative of the Ministry of Interior &
Municipalities, the Director General of the Lebanese Internal
Security Forces, Gen. Ashraf Rifi, (2007 —-2013).

e Established its Secretariat in 2008.

e (Chaired by the representative of the Ministry of Interior &
Municipalities, the Director General of the Lebanese Internal
Security Forces, Gen. Ibrahim Basbous, (2013—-2017).

e Adopted in December 2015 two Targeted Financial Sanctions
Mechanisms for UNSCRs 1267 & 1373 in accordance with
FATF Recommendation No. 6.

e (haired by the Director General of the Lebanese Internal
Security Forces, Major General Imad Osman since
March 2017.

J
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Cases
Received

4 CASES °
: RECEIVED :
'°, From Local & Foreign .~
Sources o
W 398 Local 81%

EIB) Foreign 19%

STATUS OF RECEIVED CASES

1 6 CASES

. 34% passed on .
passed on 68 Foreign

24 CASES . 243  Local
not passed on 51% not passed on n Foreign

. | 55 Local ]
7 CASES 15% pending - ot

pending EE») Foreign

*Cases forwarded to GP and/or requesting authorities

Note: The 83 pending cases mentioned in year 2017 annual report were resolved in 2018 as follows:
58 Passed on and 25 not passed on.

Bank Secrecy Lifted
& Information Provided

138 30 s

in which Information ¢
was provided N in which Bank Secrecy &

°.  (Including covered by &° . was lifted R
‘.. BankSecrecy) e ., .

3D Loca
D Foreign

76 Local

62 Foreign

% of % of
Number | Number Received % of % of Number  Received
Cases Number Investigated Number  Investigated Cases
Cases Cases
Local 398 343 86.2% 76 22.2% 24 7.0% 55 13.8%
Foreign 91 72 79.1% 62 86.1% 6 8.3% 19 20.9%

*Cases forwarded to GP and/or requesting authorities
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Breakdown of Cases
by Predicate Offence*

Cybercrime 119 0 119 25.1%
Forgery 97 2 99 20.8%
Trade of Narcotics 20 9 29 6.1%
Terrorism or TF 10 14 24 5.1%
Fraud 17 5 22 4.6%
Corruption 8 13 21 4.4%
Embezzlement of Private Funds 11 1 12 2.5%
Tax Evasion 7 4 11 2.3%
Insider Trading 2 4 6 1.3%
Smuggling 2 3 5 1.1%
Organized Crime 1 0 1 0.2%
Sexual Exploitation 1 0 1 0.2%
Murder 1 0 1 0.2%
lllegal Arms Trade 0 1 1 0.2%
Not Specified 88 35 123 25.9%

*Excluding 4 Customs Cross Border Cash Cases
and 10 Banking Control Commission Administrative Assistance Cases.
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Terrorism or Terrorism
Finance Related Cases

No. of No. of No. of % of No. of % of No. of % of

Cases  Suspects  Cases  Received Cases Received Cases Received
Banks 2 18 2 100.0% 0 0.0% 0 0.0%
Money Remittance Companies 2 2 2 100.0% 1 50.0% 0 0.0%
Police 4 48 3 75.0% 3 75.0% 1 25.0%
Ministries 2 14 2 100.0% 1 50.0% 0 0.0%
Interpol 1 1 1 100.0% 1 100.0% 0 0.0%
;?J';f]fr?ﬂiw Enforcement 2 5 2 100.0% 2 100.0% 0 0.0%
FlUs 11 53 8 72.7% 8 72.7% 3 27.3%
Total Foreign 14 59 11 78.6% 11 78.6% 3 21.4%

BREAKDOWN BY SOURCE 8% i

Local
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B Foreign Law Enforcement
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Interpol

46%

NO. OF SUSPECTS INVOLVED

[
w 82 Local )

T s A

[ ] ]
w ‘w ‘l’ w m Foreign Law Enforcement Authorities
M

1, Interpol

68 ‘ Statistical Data




Handling
Breakdown

% of Q4 % of Annual

No. %T(c:];a(ll1 No. %Tgia?z No. %T(c:];a(l13 No. Total No. Total
STR 125 71.0% 98 47.6% 113 75.8% 119 66.5% 455 64.1%
ROA 51 29.0% 80 38.8% 32 21.5% 60 33.5% 223 31.4%
CBR 0 0.0% 0 0.0% 4 2.7% 0 0.0% 4 0.6%

0.0% 0 0.0% 28 3.9%

Other 0 0.0% 28 13.6% 0

Note: The above does not include 78 Spontaneous Disclosures received.

Total Number of '
Suspicious Transaction Reports Received 455  STRs /

Total Number of
Requests of Assistance Received 223 ROAs
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Cross Border Cash Report n CBR

Other 28
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Breakdown by
Source & Type

Banks 421 59.3%
Money Remittance Companies 22 3.1%
Financial Institutions 4 0.6%
Insurance Companies 3 0.4%
Notaries 3 0.4%
Money Dealers 2 0.3%
Total Suspicious Transaction Reports 455 64.1%
Police 100 14.1%
Ministries 6 0.8%
Banking Control Commission (Administrative Assistance) 10 1.4%
Total Local Requests of Assistance 116 16.3%
FlUs 82 11.5%
Foreign Judicial Authorities 12 1.7%
Interpol 2 0.3%
Foreign Supervisory Authorities 3 0.4%
Foreign Law Enforcement Authorities 3 0.4%
UN Security Council 3 0.4%
Foreign Ministries / Embassies 2 0.3%
Total Foreign Requests of Assistance 107 15.1%
Other (Local/Foreign Source) 28 3.9%

Note: The above does not include 78 Spontaneous Disclosures received/processed.
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Source of
Foreign ROAs

Armenia 3 2.8% Antigua and Barbuda 1 0.9%
Belgium 5 4.7% Brazil 1 0.9%
Croatia 1 0.9% Paraguay 2 2.0%
Czech Republic 1 0.9% Trinidad and Tobago 1 0.9%
Denmark 1 0.9% Venezuela 2 1.9%
France 10 9.4% Africa 3 2.8%
Germany 5 4.7% Egypt 2 1.9%
Greece 2 1.9% Zimbabwe 1 0.9%
Italy 3 2.8% Iraq 7 6.6%
Latvia 1 0.9% Jordan 2 1.9%
Liechtenstein 2 1.9% Saudi Arabia 4 3.7%
Lithuania 2 1.9% United Arab Emirates 1 0.9%
Luxembourg 1 0.9% Asia 10 9.3%
Malta 3 2.8% India 1 0.9%
Montenegro 1 0.9% Japan 2 1.9%
Netherlands 1 0.9% Krygyzstan ! 0-9%
Romania 6 5.6% Mallfiyslia ! 0.9%
i Philippines 1 0.9%
Spain ! 0-9% Russia 3 2.9%
Switzerland 2 1.9% Turkey 1 0.9%
North America 2 8.4% United Nations 3 2.8%
Canada 1 0.9%
nied States 4 7% CTotal 107 d00%

o
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AN //
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South @ o ‘ .
America 3% Asia
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Geographic
Distribution of STRs

Beirut 168 36.9%
Mount Lebanon 172 37.8%
North Lebanon & Akkar 33 7.3%
Keserwan/ Jbeil 27 5.9%
South Lebanon 21 4.6%
Bekaa 18 4.0%
Baalbeck /Hermel 10 2.2%
Nabatieh 6 1.3%

Nabatieh 6
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Strategic Analysis
(2014- 2018)

NATURE OF SPECIFIED CRIMES
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FORGERY
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CYBERCRIME
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Note: The number of disclosures exchanged with FIUs in the region in past years was primarily related to the
efforts to counter the financing of ISIL and affiliates.

Annual Report 2018

75




76

AML/CFT On-Site
Compliance Examinations

Q1
Coverage

Q2
Coverage

Q3
Coverage

Q4
Coverage

% of Reporting

% of Q1 % of Q2 % of Q3 % of Q4

Type Total No. = No. Total No. Total No. Total No. Total No. Entities
Total No.
Banks 65 22 34%
AITEIBE] 45 17 38%
Institutions
Insuranc.e 50 21 42%
Companies
Money Dealers 305 90 30%
Brokerage Firms 14 8 57%
Money
Remittance 8 2 25%
Companies*
Total
*Excluding 5 licensed companies that are non-operational.
///
80
Banks
B Financial Institutions
60 ' Insurance Companies
B Money Dealers
% Brokerage Firms
40 .
B Money Remittance
Companies
20
0
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QUARTERLY DISTRIBUTION
OF ON-SITE EXAMINATIONS

27%

In 2018, risk based onsite compliance examinations covered 22 banks, 17 financial
institutions, 21 insurance companies, 90 money dealers, 8 brokerage firms, and
2 money remittance companies, in addition to a number of DNFBPs.

Banks Financial Institutions Insurance Companies

. 4
1 34% '
_ 4
B Covered (22) B Covered (17) B Covered (21)
Not covered (43) Not covered (28) Not covered (29)
Money Dealers Brokerage Firms Money Remittance Companies

e

|25% gl e
B Covered (90) B Covered (8) B Covered (2)
Not covered (215) Not covered (6) Not covered (6)
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AML/CFT Law No. 44 - Predicate Offences



Law 44

The Law on Fighting Money Laundering and
Terrorism Financing

The draft law required by Decree No. 8200 of May 24, 2012
(amending Law No. 318 of April 20, 2001, on Fighting Money
Laundering) is adopted, as amended by the subcommittee
of the joint parliamentary committees and the Parliament.

Article 1

For the purpose of this Law, illicit funds include assets,
tangible and intangible, movable and immovable, including
any legal documents or instruments evidencing title to, or
interest in, such assets, resulting from the commission
of, or the punishable attempted commission of, or the
participation in any of the following offences, whether in
Lebanon or abroad:
1. The growing, manufacturing, or illicit trafficking
of narcotic drugs and/or psychotropic substances
according to the Lebanese laws.

2. The participation in illegal associations with the
intention of committing crimes and misdemeanors.

3. Terrorism, according to the provisions of Lebanese
laws.

4. The financing of terrorism or terrorist acts and any
other related activities (travel, organizing, training,
recruiting...) or the financing of individuals or terrorist
organizations, according to the provisions of Lebanese
laws.

5. lllicit arms trafficking.
6. Kidnapping, using weapons or any other means.

7. Insider trading, breach of confidentiality, hindering of
auctions, and illegal speculation.

8. Incitation to debauchery and offence against ethics and
public decency by way of organized gangs.

9. Corruption, including bribery, trading in influence,
embezzlement, abuse of functions, abuse of power, and
illicit enrichment,

10.Theft, breach of trust, and embezzlement.
11.Fraud, including fraudulent bankruptcy.

12.The counterfeiting of public and private documents
and instruments, including checks and credit cards of
all types and the counterfeiting of money, stamps and
stamped papers.

13.Smuggling, according to the provisions of the Customs
Law.

14.The counterfeiting of goods and fraudulent trading in
counterfeit goods.

15. Air and maritime piracy.
16. Trafficking in human beings and smuggling of migrants.

17.Sexual exploitation, including sexual exploitation of
children.

18.Environmental crimes.

19.Extortion.

20.Murder.

21.Tax evasion, in accordance with the Lebanese laws.

Article 2

Money laundering is any act committed with the purpose of:

1. Concealing the real source of illicit funds, or giving,
by any means, a false justification regarding the said
source, while being aware of the illicit nature of these
funds.

2. Transferring or transporting funds, or substituting or
investing the latter in purchasing movable or immovable
assets or in carrying out financial transactions for
the purpose of concealing or disguising the such
funds’ illicit source, or assisting a person involved in
the commission of any of the offences mentioned in
Article 1 to avoid prosecution, while being aware of the
illicit nature of these funds.

Money laundering is a separate offence that does not
necessitate a charge with the underlying predicate offence.
Charging the offender with an underlying predicate offence
shall not preclude the pursuing of any legal proceedings
against the latter for a money laundering offence, in case
of variation in the elements of the offences.

Article 3

Whoever undertakes or attempts to undertake or incites or
facilitates or intervenes or participates in:

1. Money-laundering operations, shall be punishable by
imprisonment for a period of three to seven years, and
by a fine not exceeding twice the amount laundered.

2. Terrorism financing operations or any related activities,
shall incur the penalties stipulated in Article 316 bis
and Articles 212 to 222 of the Penal Code.

Article 4

Banks, financial institutions, leasing companies, institutions
that issue and promote credit or charge cards, institutions
that perform money transfers electronically, exchange
institutions, financial intermediation institutions, collective
investments schemes, and any other institution requiring
a license or supervised by Banque du Liban, must
comply with the obligations specified below and with the
regulations issued by Banque du Liban for the purpose of
implementing the provisions of this Law:

1. To implement Customer Due Diligence measures on
permanent customers (whether natural persons or
legal persons or unique legal arrangements), in order to
check their identity on the basis of reliable documents
or information or data.
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2. To implement Customer Due Diligence measures on
transient customers to verify their identity, if the amount
of a single operation or series of operations exceeds the
threshold designated by Banque du Liban.

3. To determine the identity of the economic right owner
and take the steps needed to verify this identity, on the
basis of reliable documents or information or data.

4. To retain copies of related documents of all operations,
and to retain information or data or copies of the
customers’ identification documents, for at least five
years after performing the operations or ending the
business relationship, whichever longer.

5. To continuously monitor and review the business
relationship.

6. To apply the measures specified in Paragraphs 1 to 5
above to permanent and transient customers, whenever
there are doubts regarding the accuracy or adequacy
of declared customer identification data, or whenever
there is a suspicion of money laundering or terrorism
financing, regardless of any thresholds or exemptions
that limits the implementation of these measures.

7. To take into account the indicators that flag the
likelihood of a money laundering or terrorism financing
operation, as well as the due diligence principles to
detect suspicious operations.

Article 5

Institutions not subjected to the Banking Secrecy Law of
September 3, 1956, particularly insurance companies,
casinos, real estate dealers and agents, and merchants
of valuables (jewelry, precious stones, gold, works of art,
antiques), must keep records of operations that exceed
the threshold designated by the “Special Investigation
Commission” (hereinafter referred to “the Commission”)
that was established pursuant to Article 6 of this Law.
Such institutions must also comply with the obligations
specified in Article 4 above and with the regulations and
recommendations issued by “the Commission” for the
purpose of implementing the provisions of this Law.
Certified accountants and notaries must implement these
obligations, when preparing or carrying out on behalf of
their customers any of the following activities:

e Buying and selling of real estate.

e Management of customers’ movable and immovable
assets, in particular transactions consisting of
money accumulation and joint investment.

e Management of bank accounts and securities
accounts.

e Qrganization of contributions for the establishment
or management of companies.

e Establishment or management of legal persons or
unique legal arrangements, and buying and selling
of single person enterprise or companies.

Laws and Regulations

The same obligations shall apply to lawyers when
they carry out any of the above-mentioned activities.
The implementation rules of these obligations shall
be specified pursuant to a mechanism to be set
by the Beirut Bar Association and the Tripoli Bar
Association, taking into account the particularities
and rules of the Legal Profession.

Article 6

An independent, legal entity with judicial status shall be
established at Banque du Liban, referred to as “the Special
Investigation Commission” or “the Commission”, which
shall discharge its functions without being subject to
Banque du Liban’s authority.

1. The “Special Investigation Commission” shall consist of:

e The Governor of Banque du Liban or, in case
of impediment, one of the Vice-Governors he
designates. Chairman

e The judge appointed to the Higher Banking
Commission or, in case of impediment, an alternate
judge appointed by the Higher Judicial Council for
a period equal to the term of the initially appointed
judge. Member

e The Chairman of the Banking Control Commission
or, in case of impediment, a member of the latter
designated by its Chairman. Member

e A principal member and an alternate member
appointed by the Council of Ministers upon proposal
of the Governor of Banque du Liban, provided each
of them has an experience of at least 15 years in
financial or banking law. Member

2. The mission of the “Special Investigation Commission” is:

e To receive suspicious transaction reports (STRs) and
requests of assistance; to investigate operations that
are suspected to be money-laundering or terrorism
financing offences; to decide on the seriousness
of evidence and circumstantial evidence related
to the commission of any such offence(s); to take
in this regard the adequate decision, particularly
the precautionary and temporary freezing of the
suspicious accounts and/or transactions, for a
maximum period of one year renewable once for six
months concerning foreign requests of assistance,
and for a maximum period of six months renewable
once for three months concerning local STRs and
requests of assistance.

e To ensure compliance by the parties referred to in
Articles 4 and 5 above with the obligations stipulated
in this Law and in the regulations issued in relation
thereto, except for lawyers, certified accountants
and notaries, without prejudice to the provisions of
Paragraph 2 of Article 17 of this Law.



e To collect and retain the information received from
the parties referred to in Articles 4 and 5 above, as
well as the information received from Lebanese and
foreign official authorities, and all other collected
information, and to share such information with
the Commission’s counterparts, in its capacity as
the competent authority and the official center to
undertake such a task.

e To issue regulations on the implementation of
the provisions of this Law addressed to the
parties referred to in Article 5 above, and to issue
recommendations to all concerned parties.

. After conducting the necessary audit and analysis, “the
Commission” is the solely certified to decide:

e To permanently freeze the concerned accounts
and/or transactions, and/or to lift the banking
secrecy in favor of the competent judicial authorities
and the Higher Banking Commission represented by
its Chairman on accounts or transactions suspected
to be related to money laundering or terrorism
financing.

e To keep suspicious accounts as traceable accounts.

“The Commission” may withdraw any of its decisions,
in whole or in part, in case it obtains any new relevant
information.

. “The Commission” is entitled to:

a) Attach an encumbrance on the records and entries
pertaining to movable or immovable assets,
indicating that such assets are under investigation
by “the Commission”. The encumbrance shall be
kept until doubts are erased or until a final decision
in this regard is taken,

b) Request the Public Prosecutor of the Court of
Cassation to take preventive measures concerning the
movable and immovable assets that have no records
or entries, so as to prevent the use of such assets until
a final judicial decision in this regard is taken,

when there is a suspicion that these assets are
related to money laundering or terrorism financing,
and/or during the precautionary, temporary freezing of
suspicious accounts and/or transactions, as specified in
Paragraph 2 of this Article, and/or during the permanent
freezing of these accounts and/or transactions, as
specified in Paragraph 3 of this Article.

. “The Commission” requires from concerned persons
and parties, whether public or private, to take the
necessary measures to prevent the use of movable or
immovable assets belonging to any names designated
or to be designated on the national lists issued by the
competent Lebanese authorities or any other lists it
circulates concerning terrorism and terrorism financing
and any acts related thereto.

The concerned persons and parties, whether public
or private, must comply without any delay to this
requirement.

6. “The Commission” shall meet, upon its Chairman’s call,
at least twice a month and when needed. The legal
quorum requires the presence of three members at
least.

7. “The Commission” shall take its decisions at a majority
of the attending members. In case of a tie, the Chairman
shall have a casting vote.

8. “The Commission” shall appoint a full-time Secretary
General, who shall be responsible for the tasks
assigned to him by “the Commission”, for implementing
its decisions and for directly supervising its regular and
contractual staff and the persons delegated by “the
Commission” for a specific mission. The provisions of
the Banking Secrecy Law of September 3, 1956 shall
not be opposed to any of them.

9. The members of “the Commission”, its regular and
contractual staff, as well as the persons delegated by
“the Commission” for a specific mission, shall be bound
by the obligation of confidentiality.

10.“The Commission” shall set its operating rules, as
well as the internal rules governing its regular and
contractual staff, who are subject to private law.

11.The expenses of “the Commission” and its ancillary
bodies shall be borne by Banque du Liban as part of
the budget prepared by “the Commission”, provided
the budget is approved by the Central Council of
Banque du Liban.

Article 7

The parties referred to in Articles 4 and 5 of this Law,
including certified accountants and notaries, when
preparing or carrying out on behalf of their customers any
of the activities mentioned in Article 5 above must promptly
report to the Chairman of “the Commission” the details
of operations undertaken or attempted to be undertaken
that are suspected to be related to money laundering or
terrorism financing.

The same obligations shall apply to lawyers, according
to a mechanism to be set by the Beirut Bar Association
and the Tripoli Bar Association, taking into account the
particularities and rules of the Legal Profession.

The supervisors of the Banking Control Commission must,
through the Chairman of the latter, report to the Chairman
of “the Commission” any operations they suspect to be
related to money laundering or terrorism financing and
which they are aware of while performing their duties.

The auditors of the parties referred to in Article 4 above
must promptly report to the Chairman of “the Commission”
the details of the operations they suspect to be concealing
money-laundering or terrorism financing and which they
are aware of in the course of performing their work.
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Article 8

1. “The Commission” shall convene after receiving
information from the parties referred to in Article 7
above, or after receiving information from Lebanese or
foreign official authorities.

2. After the assessment and analysis of the information
relating to the case under examination, “the Commission”
shall either decide to take notice, or conduct the required
investigation, particularly by auditing the accounts or
operations, or investigating the suspicious assets. “The
Commission” shall conduct its investigations through a
delegated person chosen amongst its members or its
concerned officers, or through its Secretary General or
an appointed auditor. All these persons shall perform
their duties subject to confidentiality obligations, and
without being opposed to the provisions of the Banking
Secrecy Law of September 3, 1956.

3. Upon the completion of its audit and analysis, “the
Commission” shall take its decisions in accordance with
the provisions of Paragraphs 2, 3, and 4 of Article 6 of
this Law.

4. If “the Commission” decides to lift the banking
secrecy off the concerned accounts and/or to freeze
them permanently and/or to request the maintain of
the prohibition to dispose of the assets, it shall send
a certified true copy of its decision to the Public
Prosecutor of the Court of Cassation, the Higher Banking
Commission through its Chairman, the concerned
party, and the concerned local or foreign bodies, either
directly or by the same means/body through which the
information was received.

5. In case the Public Prosecutor of the Court of Cassation
decides to drop the case of money laundering and
discontinue the proceedings, the frozen accounts and
all other assets shall be deemed free. The decision to
drop the case shall be notified to “the Commission”,
and the latter shall not be entitled to maintain the lifting
of the banking secrecy, the freezing and the prohibition
to dispose of the assets, and shall immediately notify
the concerned banks and any other concerned parties
thereof. However, if “the Commission” finds, before
implementing the decision, any new evidence or
circumstantial evidence that justifies the maintain of
the freezing, of the prohibition to dispose of the assets,
and of the lifting of the banking secrecy, then it must
send a justified report, along with the documents
containing such evidence or circumstantial evidence
to the Public Prosecutor of the Court of Cassation
who may decide, where applicable, to widen the
investigation in light of the new information.

6. In case the Instruction Judge or the Chamber of
Accusation issues a final decision dismissing any legal
prosecution, as well as in the case of a final judgement
or decision that ceases the legal proceedings or states
the innocence of the holders of frozen accounts or

Laws and Regulations

assets not to be disposed of, these accounts and assets
shall be deemed free, and a copy of the judgement or
decision shall be notified to “the Commission” through
the Public Prosecutor of the Court of Cassation. “The
Commission” shall in turn notify the ruling or the
decision to the concerned banks and other concerned
parties. “The Gommission” shall not be empowered to
lift again the banking secrecy off the accounts or to
reinstate the freezing decision and to prevent again the
use of the accounts and assets, covered by the decision
dismissing the legal prosecution, except through the
mechanism stipulated in Article 127 of the Code of
Criminal Procedures.

Article 9

The Chairman of “the Commission” or any person
delegated by the Chairman may directly communicate
with any Lebanese or foreign authority (judicial,
administrative, financial, or security) in order to request
information or take cognizance of the details of previously
conducted investigations that are linked or related
to ongoing investigations by “the Commission”. The
concerned Lebanese authorities must promptly respond
to this information request, and shall not be subject to any
confidentiality obligation.

Article 10

The Chairman of “the Commission” or any person
delegated by the Chairman may directly request from the
parties referred to in Articles 4 and 5 above to provide
“the Commission” with all the documents and information
needed to perform its duties. Such parties must respond to
this request within a reasonable period of time.

Article 11

Reporting entities, as well as their Board members,
officers and employees, are prohibited from disclosing or
insinuating to anyone that a suspicious transaction report
or other relevant information is submitted or intended to be
submitted to “the Commission”, or that “the Commission”
is inquiring about customers or auditing their operations or
accounts.

Article 12

Within the scope of their work, the Chairman, members,
staff and delegates of “the Commission”, shall enjoy
immunity. Thus, they may not be prosecuted or sued, neither
collectively nor individually, for any civil or criminal liability
related to the performance of their duties, including offences
specified by the Banking Secrecy Law of September 3,
1956, except in case such secrecy is breached.

The parties referred to in Articles 4 and 5 above and
their staff, as well as the supervisors of the Banking
Control Commission and auditors, shall also enjoy the
same immunity in performing their duties under the



provisions of this Law or according to the decisions of “the
Commission”, particularly when they report in good faith to
“the Commission” the details of operations they suspect to
be related to money laundering or terrorism financing.

Article 13

Any party that violates the provisions of Articles 4, 5, 7, 10,
and 11 of this Law shall be punishable by imprisonment
for a period of two months to one year and by a fine not
exceeding one hundred million Lebanese pounds, or by
either penalties.

“The Commission” may address a warning to the parties
who are in violation of the provisions of the regulations
issued for the purpose of implementing this Law, and
may request from these parties periodic reports about the
measures taken to rectify their situation. “The Commission”
may as well, in case of violation, refer the parties mentioned
in Article 4 to the Higher Banking Commission, and
correspond with the supervisory or oversight authorities
concerning the parties mentioned in Article 5.

The Higher Banking Commission may impose on the parties
that were referred to it a fine for non-compliance with the
regulations issued for the purpose of implementing this
Law, provided this fine does not exceed two hundred times
the official minimum wage. Fines shall be collected to the
benefit of Banque du Liban.

The foregoing shall not preclude the enforcement of
the administrative penalties stipulated in Article 208 of
the Code of Money and Credit on the parties referred to
in Article 4, nor shall it preclude the enforcement of the
sanctions stipulated in all other laws and regulations on the
parties referred to in Article 5.

Article 14

The movable or immovable assets that are proved, by
a final Court ruling, to be related to, or derived from, a
money-laundering or terrorism financing offence, shall be
confiscated to the benefit of the State, unless the owners
of the said assets prove in a Court of Law their legal rights
thereupon.

The confiscated assets may be shared with other
countries, whenever the confiscation results directly
from coordinated investigations or cooperation between
the concerned Lebanese authorities and the concerned
foreign body(ies).

Article 15

The reservations specified in Paragraphs 2, 3 and 4 of
Article 1 of Law No.426 of May 15, 1995, on authorizing
the ratification of the 1988 United Nations Convention
against lllicit Traffic in Narcotic Drugs and Psychotropic
Substances, are repealed, as well as the provisions of
Article 132 of Law No.673 of March 16, 1998, on Narcotic
Drugs and Psychotropic Substances.

Article 16

Upon the enactment of this Law, all provisions that are
contrary to, or are in contradiction with the provisions of
this Law, especially those specified in the Banking Secrecy
Law of September 3, 1956, and those of Law No.673
of March 16, 1998, on Narcotic Drugs and Psychotropic
Substances, shall cease to be applicable.

Article 17 (Final Provisions)

The auditors of banks, financial institutions and other
companies and institutions specified in Article 4 of this Law
must verify the compliance by all these companies and
institutions with the provisions of this Law and with the
implementation regulations issued in relation thereto, and
must also notify the Chairman of “the Commission” of any
violation thereof.

The Ministry of Justice, the Beirut Bar Association, the Tripoli
Bar Association, and the Certified Accountants Association,
shall be responsible for verifying the compliance by
notaries, lawyers, and certified accountants, as far as each
is concerned, with the measures stipulated in this Law and
in the implementation regulations issued in relation thereto.

Article 18

This Law shall enter into force upon its publication in the
Official Gazette.

Beirut, November 24, 2015
Promulgated by the Council of Ministers
The President of the Council of Ministers
Signed: Tammam Salam

Law 32

Expanding the SIC Competence
to Include Corruption

Unique Article

The Special Investigation Commission established
pursuant to Law 318 of April 20, 2001 on Fighting Money
Laundering, has the exclusive right to freeze and lift
banking secrecy on bank accounts, in accordance with the
anti-corruption agreements and laws in force, particularly
the United Nations Convention against Corruption, provided
the procedures specified in Law 318 are adopted.

This law shall enter into force upon publication in the
Official Gazette.

Baabada, October 16, 2008

Signed Michel Sleiman

Promulgated by the President of the Republic
The President of the Council of Ministers
Signed Fouad Siniora
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Law 42
On Declaring the Cross-Border

Transportation of Money

Article 1

For the purpose of implementing the provisions of this Law,
the following expressions shall mean:

1. Currency/Negotiable Instruments:

e Banknotes and coins in circulation, whether in
Lebanese pound or any other currency.

e Commercial papers, securities, means of payment
and other types of negotiable movable assets, in case
they are not made out or endorsed to the benefit, or
to the order of a designated payee (drawing bonds,
promissory notes, checks, payment orders, bearer
shares, prepaid cards, etc.).

2. Declaration: to provide detailed information on the
owner of the Currency/Negotiable Instruments being
transported, the person transporting them, the recipient
party, their value, type, origin and intended use, the
routes and modes of transportation.

3. Disclosure: to provide detailed information, at the
request of the Customs authorities, on the owner of the
Currency/Negotiable Instruments being transported,
the person transporting them, the recipient party, their
value, type, origin and intended use, the routes and
modes of transportation.

4. False declaration/false disclosure: to provide
false or incomplete information on the value of
Currency /Negotiable Instruments transported across
borders or other information which is asked for in the
declaration/disclosure requested by the authorities;
or failing to make a declaration/disclosure as
imposed /required.

Article 2

All persons transporting physically, in or out of the
border, Currency/Negotiable Instruments on them, in
their accompanying luggage, or by any other means, by
containerized cargo or any other means of shipping, or
through the post, must submit a written declaration thereon
to the Customs authorities, whenever the value of the
Currency /Negotiable Instruments exceeds the amount of
USD 15,000 or its equivalent in other currencies, by filling
in a form that includes the complete relevant information
requested.

As an exemption to the preceding paragraph, a disclosure
thereof to the Customs authorities may be sufficient without
the need for the declaration, when the Currency /Negotiable
Instruments are being physically transported outside
Lebanon and their value exceeds the amount of USD 15,000
or its equivalent in other currencies, according to the
implementation rules mentioned in Article 6 below to be
issued in relation to this Law.
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Article 3

Customs authorities are empowered to search natural
persons, inspect their luggage and the transportation
modes referred to in Article 2 above, in order to check the
accuracy of the information declared or disclosed.

In case a false declaration/disclosure is detected or
suspected, or in case of non-declaration/non-disclosure,
or in case of suspecting the transportation of illicit
Currency/Negotiable Instruments, within the meaning
of Article 1 of amended Law No.318/2001, the
Customs authorities are empowered to request
additional information about the transported
Currency/Negotiable Instruments, to seize them and
prepare relevant seizure records, after notifying the Public
Prosecution of the Court of Cassation. The latter shall,
within @ maximum period of two days, take the appropriate
decision in light of the available data, as to whether
maintain the seizure or free the said Currency/Negotiable
Instruments, and accordingly notify its decision to the
“Special Investigation Commission” established pursuant
to amended Law No.318 of April 20, 2001 on Fighting
Money Laundering and Terrorism Financing.

Customs authorities shall promptly notify the “Special
Investigation Commission” of the above-mentioned seizure
records.

Article 4

Customs authorities shall establish an electronic
database that has the necessary safety and confidentiality
specifications. All the declarations, disclosures, records,
files and official documents shall be archived in the
database in a way that clearly distinguishes between the
declarations and disclosures referred to in Article 2 of this
Law and those mentioned in Article 3 thereof.

The Special Investigation Commission shall be empowered
to directly access the declarations, disclosures, records,
files and official documents mentioned in Article 3 of
this Law.

Article 5

Customs authorities shall impose on any person making
a false declaration/disclosure or failing to make a
declaration/disclosure, a fine not exceeding ten million
Lebanese pounds, not precluding any criminal prosecution
as specified in the provisions of above-mentioned Law
No.318.

Article 6

The Customs Higher Council shall issue, within three
months from the enactment date of this Law, and in
collaboration with the “Special Investigation Commission”,
a decision pursuant to which it shall set the implementation
rules of the provisions of this Law, notably the preparation
of the declaration form mentioned in Article 2 thereof.



Article 7

The detailed implementation of the provisions of this Law
shall be set, where applicable, through Decrees taken by
the Council of Ministers, upon a proposal made by the
Minister of Finance on the basis of the preparation work
done by the Customs Higher Council in collaboration
with the “Special Investigation Commission” specified in
Law No.318/2001.

Article 8

This Law shall enter into force upon its publication in the
Official Gazette.

Beirut, November 24, 2015
Promulgated by the Council of Ministers
The President of the Council of Ministers
Signed: Tammam Salam

Law 53
Authorizing the Lebanese Government to

accede to the International Convention for
the Suppression of the Financing of Terrorism
signed in New York on December 9, 1999

Single Article

1. The Lebanese Government is authorized to accede to
the International Convention for the Suppression of the
Financing of Terrorism that was signed in New York on
December 9, 1999 and came into force on April 10,
2002, however with certain reservations regarding
the definition of terrorism as specified in Article 2,
Paragraph 1, Sub-paragraph (b) of this Convention,
and adopting the definition of terrorism as specified in
Articles 1 and 2 of the Arab Convention for the Fighting
of Terrorism, signed in Cairo on April 22, 1998, which
the Lebanese Government was authorized to accede to
pursuant to Law No.57 of March 31, 1999,

2. This Law shall enter into force upon its publication in
the Official Gazette.

Beirut, November 24, 2015
Promulgated by the Council of Ministers
The President of the Council of Ministers
Signed: Tammam Salam

Law 55

Exchange of Information for Tax Purposes

Unique Article

FIRST:
The purpose of this Law is to:

e |Implement and execute the provisions of any
duly signed and ratified convention relating to the
exchange of information for tax purposes.

e Commit, under any such convention, the exchange
of requested information.

SECOND.

1. Unless otherwise stated in this law, the following terms
shall mean:

a) Convention: any international treaty, convention or
agreement stipulating the exchange of information
for tax purposes, including the automatic exchange
of information between Lebanon and any other
foreign State;

b) Automatic exchange of information: providing,
periodically and without prior request, previously
specified information, about residents of a foreign
State that have concluded a Convention with
Lebanon;

¢) Competent Authority: the Minister of Finance or a
representative mandated by such Minister.

d) The Competent Authority Agreement: any bilateral
or multilateral convention concluded between the
Competent Authority and any foreign State, with the
purpose to clarify or explain the provisions of a specific
Convention or to facilitate the automatic exchange of
information under any Convention;

e) Information: any data or record, in whatever form,
that contains specific facts;

f) Request: a request submitted to the Competent
Authority in order to obtain information pursuant to a
specific Convention;

g) Requesting State: the State that submits a request
to obtain information;

h) Person: any individual, entity or other body
established pursuant to the laws in force.

2. In case of divergence between the provisions of this
Law or of any Convention with those of another law, the
provisions of this Law and this Convention shall prevail.

THIRD:

In compliance with the provisions relating to the exchange
of information under any Convention, the Competent
Authority shall use the powers stipulated in Articles 23,
44 48, and 103 of the Tax Procedures Code to collect
Information, even where the tax administration does not
need such information for internal tax purposes.
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FOURTH.

1. The Competent Authority shall assist the Requesting
State pursuant to the terms of the Convention. Where
the Competent Authority finds, following the receipt of
a Request, that the latter complies with the provisions
of the Convention concluded with the concerned State,
the Competent Authority shall then proceed with
responding to the Request pursuant to the provisions of
both the said Convention and this Law.

2. The Competent Authority may ask the Requesting
State for additional information, where it deems this
necessary in order to process the Request.

3. If the Competent Authority decides that the request is
not in compliance with the provisions of the Convention
concluded with the Requesting State, the Competent
Authority shall then reject the Request and notify the
Requesting State of such decision.

FIFTH:

1. Where the requested Information is not covered by
the Law on Banking Secrecy of September 3, 1956 or
by Article 151 of the Code of Money and Credit, such
Information shall be directly provided by the Competent
Authority to the foreign Requesting State.

2. Where the requested Information is covered by the
Law on Banking Secrecy of September 3, 1956 or by
Article 151 of the Code of Money and Credit, and where
the Competent Authority finds that the Request complies
with the provisions of the Convention concluded with the
Requesting State, the Special Investigation Commission
(SIC) established pursuant to Law No.44 of November
24, 2015 on Fighting Money Laundering and Terrorism
Financing shall request the Information and provide
them directly to the Competent Authority.

3. The Information specified in Paragraph (2) shall not
be provided to the Requesting State unless the person
whose information is being requested is notified thereof.
The latter shall have the right to object the decision of the
Competent Authority before the State Council, within
15 days of such notification pursuant to the notification
provisions stipulated in the Tax Procedures Code.

The State Council shall issue, within maximum three
months from the submission date of the aforesaid
objection, a final and irrevocable decision regarding the
merits of the legal conditions requiring the exchange of
Information.

At the expiry of such deadline, or if the State Council
decides to provide the requested Information, the
Competent Authority shall forward the requested
Information to the Requesting State.

4. Notwithstanding the foregoing, if the Requests are

of urgent nature or if notifying the person whose
Information is being requested may compromise the
investigation carried out by the Requesting State,
the requested Information shall be provided to the
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Requesting State without giving prior notification to such
person, in accordance with standards and procedures
agreed upon between the two States to preserve the
rights of all parties.

SIXTH.

1. Banque du Liban and the SIC may ask financial
institutions, during a specified time and according to
a specific method in accordance with the provisions
of this Law, to provide the requested Information in
order for the Competent Authority to proceed with the
automatic exchange of information, pursuant to any
Convention or to the Competent Authority Agreement.
The Information shall be forwarded to the Competent
Authority to enable it to perform its functions under the
Convention.

2. The Minister of Finance or Banque du Liban may, each
based on its prerogatives and pursuant to decisions
issued thereafter, determine:

a) The institutions required to provide Information;

b) The Information to be exchanged and the method of
exchange, including by electronic means.

¢) The accuracy and comprehensiveness of the
Information to be provided.

3. The Council of Ministers shall, where necessary, issue
decrees to take the measures needed to implement
the provisions of this Law where this is not specified in
Paragraph (2) above.

4. Incase of breach or non-compliance with the provisions
of this Article, a fine ranging between one hundred
million and two hundred million Lebanese pounds
shall be imposed, without prejudice to the right of the
concerned regulatory authority to impose administrative
sanctions and financial penalties in accordance to its
own laws.

SEVENTH:
This Law shall apply to all Double Taxation Avoidance
agreements currently in force.

EIGHTH:

The Government is authorized to ratify the “Multilateral
Convention on Mutual Assistance in Tax Matters-MAC,
(which is attached hereto and may be amended from time
to time), as well as the attached “Multilateral Competent
Authority Agreement on Automatic Exchange of Financial
Account Information —MCAA).

The Minister of Finance is mandated to sign the above
Convention and Agreement.

NINTH.

1. The provisions of this Law shall come into force,
notwithstanding any confidentiality obligation or other
restrictions on the disclose of information imposed by
any other law.



2. Any Information exchanged pursuant to Paragraphs
Fourth and Sixth with the Competent Authority, under
any convention or under this Law, shall be dealt with
as being confidential, pursuant to the provisions of
Article 25 of the Tax Procedures Code.

TENTH:
The provisions of Law No 43 of November 24, 2015
(Exchange of Tax Information) shall be repealed.

ELEVENTH.

This Law shall come into force upon its publication in
the Official Gazette and shall be expeditedly promulgated
pursuant to Article 56 of Paragraph one of the Constitution.

Beirut, October 27, 2016

Promulgated by the Council of Ministers
The President of the Council of Ministers
Signed: Tammam Salam

Law 77
Amending Article 316 bis of

the Lebanese Penal Code

Single Article

Article 316 bis of the Lebanese Penal Code relating to
Terrorism Financing shall be amended to read as follows,
based on the Arab Convention on the Suppression of
Terrorism signed in Cairo on April 22, 1998 and ratified by
Law No.57 of March 31, 1999:

The new Article 316 bis

Whoever undertakes or attempts to undertake or directs
or participates, intentionally and by any means, directly or
indirectly, in financing totally or partially, or contributes to
the financing of terrorism or terrorist acts, or the financing
of an individual terrorist or terrorist organizations or any
related acts, including offering or providing or collecting
movable or immovable funds, from legitimate or illegitimate
sources, in Lebanon or abroad, whether the funds were
used or not used, and whether the terrorist act took place
or not in Lebanon or abroad.

The terrorism financing offence includes the travel, attempt
to travel, recruitment, planning, preparation, organizing,
facilitation, participation, providing or receiving training,
and any other related act with the intention of committing
terrorist acts, without being linked to a specific terrorist act.

The perpetrators of the abovementioned acts shall be
punished by temporary hard labor for a period of at least
3 years but not exceeding 7 years, and by a fine equaling
at least the value of the paid amount but not exceeding its

triple. This does not preclude the implementation of the
penalties stipulated in articles 212 to 222 inclusively of the
Penal Code.

This Law shall enter into force upon its publication in the
Official Gazette.

Beirut, October 27, 2016

Promulgated by the Council of Ministers
The President of the Council of Ministers
Signed: Tammam Salam

BDL Basic Circular No.83
Regulations on the Control of Financial and

Banking Operations for Fighting Money
Laundering and Terrorism Financing (AML/CFT)

Addressed to Banks and to Financial Institutions

(These regulations were last amended by BDL
Intermediate Circular No.513 dated December 24, 2018)

Article 1

These Regulations are set under the provisions of Law No
318 of April 20, 2001 on Fighting Money Laundering.
Banks must control their operations with customers in order
to avoid any involvement in money laundering or terrorist
financing operations, by following at least the rules set out
in these Regulations.

SECTION I - RELATIONS WITH FOREIGN
CORRESPONDENT BANKS ABROAD

Article 2

When establishing a relation with a correspondent bank
abroad, the bank must ascertain that the correspondent
bank is not a shell bank and that it really exists, based on
submitted documentary evidence, that it does not deal with
shell banks, has a good reputation, is subject to a sound
control and implements sufficient and effective procedures
to fight money laundering and terrorist financing.

In addition to the foregoing, the bank must implement the
following measures:

1. Obtainthe approval of the Senior Executive Management
before dealing with correspondent banks.

2. Ascertain the nature of the business of the foreign
respondent bank.

3. Determine the responsibility of both the bank and the
respondent bank, particularly with regard to payable—
through accounts opened by foreign correspondent
banks, and make sure that the latter are capable, upon
request, to provide relevant customer identification data.
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SECTION Il - RELATIONS WITH CUSTOMERS AND
DUE DILIGENCE MEASURES

Article 3
1. The following expressions shall mean:

e (Customer: any natural or legal person, whether a
company or a partnership of any type, or any legal
arrangement (e.g. a trust), or any body, organization or
non-profit organization (mutual funds, cooperatives,
welfare centers, charities, clubs, etc.).

e Beneficial Owner: any natural person who ultimately
owns or who exercises ultimate effective control,
whether directly or indirectly, over the Customer and/
or the natural person on whose behalf a transaction
is carried out.

Indirect ownership and/or control include the
situations where the ownership and/or control is
exercised through a chain of ownership or by means
of control other than direct control.

2. As applicable, banks shall adopt clear procedures for

account opening and apply due diligence measures,
which include verifying the identity of their permanent
and transient customers, whether resident or
non-resident, identifying the nature of their business,
understanding the ownership structure and/or control
over the legal person and the purpose and nature of
the business relation and/or the account opening,
identifying the “Beneficial Owner” and the source of
funds, and monitoring operations on a continuous
basis, particularly in the following cases:

e Before or when dealing with a customer or opening
any kind of account, including fiduciary accounts
and numbered accounts.

Lending operations.
The conclusion of contracts for leasing bank safes.
Electronic funds transfers.

Cashier’s operations totaling or exceeding USD
10,000 or its equivalent in any other currency.

Cashier’s operations include cash payments made
by the customer at the bank’s counters (deposit of
funds, exchange of currencies, purchase of precious
metals, purchase of financial instruments in cash,
cash subscription to vouchers at the counter,
purchase of checks in cash, including traveler’s
checks, etc.).

2 his. Upon identifying the “Beneficial Owner”, the same

Due Diligence measures applicable to “Customers”
shall apply, including those issued by the Special
Investigation Commission.

3. The employee in charge of executing the operation must

verify the customer’s identity, regardless of the amount
involved, if he/she notices that, on the same account
or on multiple accounts held by the same person,
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several operations are being carried out for amounts
that are separately less than the minimum specified
in Paragraph 2 of this Article but whose aggregate
value totals or exceeds USD 10,000 or its equivalent.
The same identity verification must take place if the
employee suspects one of the customers of a money
laundering or terrorist financing attempt.

. In order to verify the customer’s identity, the employee

in charge of executing the operation must request the
following documents from the customer:

a) In case the customer is a natural person: a passport,
an identity card, an extract from the Civil Status
Register, or a residence permit.

b) In case the customer is a legal person: duly
authenticated documents regarding its by-laws,
registration certificate, and ownership structure,
a list showing the distribution of equities or
shares (directly or indirectly), the list of authorized
signatories, in addition to a copy of the identity of its
legal representative, directors, and natural persons
holding directly or indirectly an interest that enables
them to have effective control over the company.

¢) In case the operation is carried out through a
proxy: the original power of attorney or a certified
copy thereof, in addition to a copy of the identity
documents of both the customer and the proxy.
The due diligence measures specified in Paragraph
2 of Article 3 above shall also apply to the non-
professional proxy.

d) Incasetheoperationis carried out by correspondence:
an official authentication of the customer’s signature
on the same document or on a separate certificate.
If the customer resides abroad, his/her signature
authentication or identity verification may take place
through a correspondent bank or affiliated bank,
or through a branch or representative office of the
concerned bank, or through another bank whose
authorized signatures can be verified, provided
that bank is subject to a sound control and adopts
sufficient and effective AML/CFT procedures,
and provided the first account-related operation
is connected to an account held by the customer
at a bank that is also subject to a sound control
and implements sufficient and effective AML/CFT
procedures.

The bank shall be liable for the accuracy of
statements or information when it relies on a third
party to identify customers and verify their identity.

5. The bank must retain information on the customer, at

least for five years after closing the account or ending
the business relation, particularly the customer’s full
name, residential address, occupation and financial
status, in addition to copies of all the documents used
to verify the above-mentioned information. It must also



retain copies of all operations-related documents, for at
least five years after performing the operation.

6. When the due diligence measures specified in
Paragraph 2 of Article 3 cannot be applied to customers
and beneficial owners in a satisfactory way, no account
must be opened or relation started or operation
performed. The bank must also consider notifying the
Special Investigation Commission (SIC) established
pursuant to Law No 318 of 20 April 2001.

Article 4

In case the bank suspects that the customer is not the
beneficial owner or if the customer states that the beneficial
owner is a third party, the bank must request from the
customer a written statement that identifies the beneficial
owner, particularly the latter’s full name, residential
address, occupation and financial status. The bank must
retain a copy of this statement and of the beneficial owner’s
identity throughout the period indicated in Paragraph 5 of
Article 3 above.

Doubts about the beneficial owner’s identity arise in
instances that include, but are not limited to, the following:

a) When a power of attorney is given to a non-
professional person (e.g. other than a lawyer or a fully
authorized representative or a financial intermediary)
and that no relation between the customer and the
proxy justifies that power of attorney.

b) When the business relation is conducted through
numbered accounts or through front institutions/
companies.

¢) When the customer’s financial status is known to the
employee executing the operation and the amount of
the intended operation is inconsistent with the said
financial status.

d) When any other indicator draws the attention of the
bank during the course of its business.

Article 5

The bank must immediately notify the Governor of Banque
du Liban in his capacity as Chairman of the Special
Investigation Commission, whenever it holds evidence
or has doubts that the attempted or executed banking
operation involves money laundering or the financing
of terrorism or terrorist acts or terrorist organizations,
particularly when;

e [t has irrefutable doubts about the veracity of
the customer’s written statement regarding the
beneficial owner’s identity, or that false or inaccurate
information was given about that identity.

e |trealizes that it was misled in the course of verifying
the customer or beneficial owner’s identity, and has
persistent doubts about the information provided by
the customer.

e Transfers or cheques are returned, directly or
upon the request of concerned parties, particularly
correspondent banks, due to forgery or to doubts
that they involve suspicious operations.

Article 5 bis

Banks must promptly notify the Special Investigation
Commission of any procedures and measures they might
take in accordance with applicable AML/CFT laws and
regulations, in order to freeze or close any account held by
a customer, or to refrain from dealing with that customer
or from opening an account in the latter’s name. Banks are
also required to justify any such procedures and measures.

Article 6

Banks must permanently apply due diligence measures
towards all customers, including the owners of accounts
opened before the issuance of Law No 318 of 20 April 2001,
in order to modify or add to the adopted KYC (Know Your
Customer) Form any information arising from any changes
in the customer’s status, especially in case of doubts about
the veracity or accuracy of previously provided information,
or in case of subsequent changes in the customer or
beneficial owner’s identity.

Therefore, in order to fulfill these obligations, each bank is
required to set up working plans with precise dates.

SECTION I11 - CONTROLLING CERTAIN OPERATIONS
AND CUSTOMERS

Article 7

1. The bank must enquire from the customer about the
source and destination of funds, the object of the
operation, and the identities of both the beneficiary and
the beneficial owner, when it finds that the operation is
characterized by the following:

a) The operation is carried out in exceptionally
complicated circumstances. In this respect, the bank
must assess the said circumstances, not only in
relation to the nature and type of the operation, but
also in relation to its apparent purpose.

b) The operation seems to have no economic
rationale or legitimate purpose, especially when
there is a discrepancy between the operation and
the customer’s occupation, or even between the
operation and the customer’s habits and personality.

¢) When one of the concerned parties is a national
or resident of countries that do not or insufficiently
apply the FATF Recommendations.

2. The bank is required:

FIRST:

When accepting a check drawn on it by an exchange
institution, or when executing a banking operation
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requested by an exchange institution on behalf of one of its
customers, whether directly or indirectly, and if the value
of the check or the operation is above USD 10,000 or its
equivalent, to take the following measures:

a) Ensure that it receives the notification specified
in Paragraph 1, Article 9 of the Implementation
Rules of the Law Regulating the Money Exchange
Profession, attached to Basic Decision No. 7933 of
27 September 2001, which includes information
about the check-related operation or the banking
operation, particularly whether or not the check-
related operation or the banking operation was
executed against an amount received in cash by the
exchange institution, in addition to information about
the source and destination of funds, and the identity
of both the beneficiary and the beneficial owner.

b) Retain this notification for a five-year period.

c) Request and obtain this notification directly from the
concerned exchange institution, in case it has not
yet received it when the check is submitted or when
the banking operation is requested.

SECOND.

When requested to execute a transfer resulting from an
exchange operation or a cross-border transportation of
cash and/or precious metals to a third person in Lebanon,
regardless of the transferred amount:

a) Ensure that it receives the notification specified in
Paragraph 2, Article 9 of the Implementation Rules of
the Law Regulating the Money Exchange Profession.

b) Retain this notification for a five-year period.

3. The bank must promptly inform Banque du Liban
when an exchange institution fails to send any of the
notifications specified in Paragraph (2) above.

4. The bank is prohibited from:

a) Opening any account for any exchange institution,
before obtaining the approval of the Compliance Unit
specified in Article 10 below.

b) Opening accounts for exchange institutions or
executing transfers upon the latter’'s request
for purposes other than those specified in the
Implementation Rules of the Law Regulating the
Money Exchange Profession issued by Banque du
Liban.

c¢) Accepting or executing an exchange operation in
favour of any exchange institution, unless the latter
is one the customers of the concerned bank.

5. When issuing a chequebook in favour of an exchange
institution, the bank must insert in all the cheques the
expression “payable to the first beneficiary only”.

Article 8
Banks must, as far as each is concerned:
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a) Consider the following indicators in particular, and for

indicative purposes only, as evidence of operations
involving money laundering or terrorist financing:

1. The exchange of big quantities of small-
denomination bills for large-denomination bills of
the same currency or of any other currency.

2. Large or recurrent foreign exchange operations
(cambio), by using cash funds.

3. Certain movements in the customer’s account, such
as large or recurrent deposits unjustified by the
customer’s apparent activities.

4. An account operated for the main purpose of
transferring abroad, or receiving from abroad,
sizeable amounts of money, while such operations
are unjustified by the customer’s activities.

5. Large or recurrent operations related to a
customer’s offshore activities, and which appear to
be inconsistent with the volume of the customer’s
activities.

6. The replacement of large cash amounts by electronic
transfer requests or by bank cheques.

7. A change in the pattern of deposit operations made
by a customer exempted from filling the cash
transaction slip (CTS).

8. Large cash operations performed by a customer
in the form of deposits and withdrawals, with
insufficient personal identification.

9. The fact of cashing or receiving cheques to the
bearer issued abroad, or drawn to the order of a
person but previously endorsed by persons other
than the depositor, or cheques of different amounts
that might be unrelated to commercial operations or
are alleged to be resulting from gambling.

10. Cash deposits and/or bank transfers followed by
direct and numerous withdrawals.

11. The existence of several accounts that are held by a
single customer and are unjustified by the nature of
the latter’s activities, or the undertaking of numerous
cash transfers between and through these accounts.

12. The occurrence of cash deposits and/or bank
transfers, while the customer’s activities do not
generate such a volume of funds.

13. The fact of depositing bank/traveler’s cheques in the
account of a company/institution whose activities do
not justify such deposits.

14. Cash operations and/or bank transfers which appear
unusual, considering the location of the branch.

15. E-banking operations which appear unusual.

16. Transfers between the accounts of an exchange
institution and other accounts, in particular those

held by any of the institution’s owners, partners,
shareholders, directors or authorized signatories



or any of the family members of these persons
(spouse, ascendants, descendants), especially if
these transfers are followed by withdrawals.

17. A cash deposit resulting from the sale of a real
estate, followed by the withdrawal of the deposited
amount or its transfer to the buyer or to any person
designated by the buyer, under the pretext of
cancelling the sale transaction.

b) Monitor the accounts opened and operations carried
out, through the units and divisions mentioned in Article
11 of these Regulations, by using specialized software
programs for retrieving (daily, weekly, monthly, annual)
reports on the accounts and operations corresponding
to the above-mentioned indicators.

c) Take sufficient measures to prevent the misuse of
technological developments for money laundering or
terrorist financing purposes.

Article 9
Banks are required to:

FIRST.

Adopt a risk-based approach to classify customers and
operations according to the following risk levels: low risk,
medium risk and high risk. The following risks shall be
taken into account, for indicative purposes only:

1. Customer risk:

a) Customers whose occupation relies mainly on cash
(money exchange, gold and precious stones dealers,
restaurants and night-clubs, real estate companies,
car dealers, specialized lending entities known as
“Comptoirs” (governed by the provisions of Articles
183 and 184 of the Code of Money and Credit), non-
banking institutions performing electronic transfers
of cash...).

b) Foreign Politically Exposed Persons (PEPS) who hold
or have held prominent public functions, their family
members and close associates.

c¢) Offshore companies.

d) Companies established in countries known to be tax
havens.

e) The non face-to-face customers of the bank.

f) Customers dealing only through intermediaries.

g) Customers dealing through fiduciary contracts or
trusts.

h) Companies whose capital is totally or partly
constituted of bearer shares.

i) Customers who are nationals or residents of
countries that do not or insufficiently apply the FATF
Recommendations.

j) Non-profit organizations (NPOs), particularly newly
established NPOs that do not have clear programs
or clear funding sources.

2. Country risk:

a) The strictness of AML/CFT laws, and the efficiency
of the regulatory and judiciary authorities in charge
of their implementation.

b) The existence of banking secrecy.

c¢) The situation of the country in terms of corruption
and organized crime.

3. Service risk:
a) Private Banking.

b) Payable Through Accounts, which are accounts
opened by banks or financial institutions at other
banks and put at their customers’ disposal to be
used directly or through subaccounts.

¢) Electronic Banking.

SECOND:

Establish risk-based control measures and procedures, and
at least adopt for Foreign Politically Exposed Persons, and for
customers and operations classified as high risks according
to risk scoring, the measures and procedures below:

1. To raise awareness about the importance of control
reinforcement and prioritization.

2. To obtain more detailed information about customers
(Increased KYC Levels), notably about the source of
their wealth.

3. To obtain the necessary administrative approvals, in
line with risk levels, in order to deal or continue to deal
with customers and execute operations.

4. To review periodically the relationship with customers.
5. To make continuous peer comparisons.

6. To set up an adequate system in a way to determine
whether the foreign customer is a Politically Exposed
Person.

THIRD:
Take into consideration the duration and the soundness of
the business relationship with the customer.

FOURTH:
Use specialized software for performing controls in line
with the adopted scoring.

FIFTH:

Adopt a special policy that is based on the obligations
specified in this Article, in order to classify risks and
determine control procedures to be applied by the
concerned parties.

Article 9 bis

FIRST:

With respect to the Customer that is a legal person, the
Beneficial Owners shall be identified and reasonable
measures taken to identify them in the following manner:
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1. ldentify each natural person who holds, whether directly
or indirectly, 20% or more of the capital of the legal
person.

2. In case of doubt as to whether the natural person (s)
identified pursuant to Subparagraph 1 above is (are) the
Beneficial Owner(s), or when no natural person holds
20% or more of the Customer’s capital, the natural
person who exercises control over the legal person
through other means (e.g. holding a majority of voting
rights or the rights to appoint or dismiss the majority
of the administrative or regulatory body at affiliated
entities. . .).

3. When no natural person is identified pursuant to
Subparagraphs (1) and (2) above, reasonable measures
shall be taken in order to identify and verify the identity
of the persons holding senior management positions.

SECOND:

With respect to Customers that are legal arrangements,
the Beneficial Owners shall be identified and reasonable
measures taken to identify them, in the following manner:

1. With regard to trusts, each of the persons below shall
be identified:

e The Settlor
e The Trustee
e The Protector

e The Beneficiary; and if the latter’s identity is
not determined or verified, then the class of
beneficiaries in whose favor the legal arrangement
was established.

e Any other natural person exercising an effective
control over the trust through direct or indirect
ownership or through other means.

The definitions stated in the glossary attached to the
FATF 40 Recommendations shall be adopted to identify
the persons mentioned in this Subparagraph 1.

2. With respect to other types of legal arrangements,
including those arrangements similar to trusts, the
persons holding positions similar to the positions
specified in Paragraph I, Subparagraph 1, shall be
identified.”

SECTION IV=- COMMITTEES AND ADMINISTRATIVE
UNITS IN CHARGE OF THE CONTROL OF OPERATIONS
FOR FIGHTING MONEY LAUNDERING AND TERRORIST

FINANCING, AND THEIR TASKS

Article 10
Each bank operating in Lebanon is required to:

1. Establish an AML/CFT Board Committee composed
of three Board members at least, according to the
following conditions:

e To appoint a Chairman to this Board Committee
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chosen among its members, provided he/she is
independent and has the necessary expertise.

e To determine the remunerations of the Chairman
and members of this Board Committee.

Except for the Chairman, any member of the AML/
CFT Board Committee may, simultaneously, serve as
member of the Audit Committee or the Risk Committee
or the Remuneration Committee (Cross membership).

The Chairman of the AML/CFT Board Committee may
not delegate his/her powers to any other person.

2. Establish the AML/CFT Compliance Unit (hereafter the
Compliance Unit). The Head of this Unit must have
sufficient experience in fighting money laundering and
must hold specialized certificates such as the CAMS-
Certified Anti-Money Laundering Specialist, while its
staff must have the required skills. The Unit must have
the necessary resources to fulfil its duties.

3. Appoint, in each of its branches, an AML/CFT Branch
Officer in charge of controlling the operations, who
is not the director of the branch. This Officer must
hold a high position, have professional and academic
expertise, and be entrusted with independent functions,
without performing any marketing activity and receiving
any kind of incentives against this activity (bonuses,
remunerations, grants ...).

The AML/CFT Branch Officer’s performance shall be
directly evaluated by the Head of the Compliance Unit
who will communicate the results of the evaluation to
the Human Resources Department and to the AML/CFT
Board Committee.

4. Establish, within the Compliance Unit, two Divisions
at least. The first Division shall oversee the Head
Office and the branches in Beirut, while the second
Division shall oversee all other branches in Lebanon.
Each Division shall ascertain that operations control
standards are implemented by the Head Office and
the relevant branches, to ensure their compliance with
AML/CFT regulations.

In case a bank is unable to establish the above-
mentioned Divisions, it may submit to the Governor
of Banque du Liban, by 31 March 2015, alternative
proposals based on justified grounds to be considered
by the Central Council for proper decision.

Article 11

The committees and administrative units established at
banks are respectively required, as all other concerned
officers at the bank, to comply with the procedures aiming
at controlling, fighting and preventing money laundering
and terrorist financing operations. These procedures shall
include, for indicative purposes only, what follows:

1. Regarding the AML/CFT Board Committee mentioned in
Paragraph 1 of Article 10 above:



a) To support the Board of Directors in its functions
and supervisory role with respect to fighting money
laundering and terrorist financing and understanding
the related risks, and to assist it in taking the proper
decisions in this regard.

b) To review, from a risk-based approach, the
reports submitted by the Compliance Unit and the
Internal Audit Unit on adopted procedures, unusual
operations and high-risk accounts, regarding cash
deposits and withdrawals, transfers, exemptions
from filling Cash Transaction Slips (CTS) and the link
between these operations and economic activities,
and to also take the relevant decisions.

. Regarding the Compliance Unit:

a) To prepare a procedure guide on the implementation
of the AML/CFT Law and of the present Regulations,
and to submit this guide to the Board Committee
mentioned in Paragraph 1 of Article 10 above.

b) To prepare a customer identification form (KYC:
Know Your Customer) that includes basic information
to be provided about customers, in particular the
information specified in Article 3 of these Regulations
for indicative purposes only, and to submit this form
to the Board Committee mentioned in Paragraph 1
of Article 10 above.

c¢) To verify the proper implementation and effectiveness
of AML/CFT procedures and regulations.

d) To review periodically these procedures and
regulations and to develop them in line with the
latest adopted methods.

e) To prepare a staff training program on controlling
financial and banking operations in order to fight
money laundering and terrorist financing.

f) To monitor, when the operation totals or exceeds USD
10,000 or its equivalent, the adequacy of exemption
procedures whereby some well-known customers
are exempted from filling the cash transaction
slip, and also to determine the exemption ceiling
and to modify it according to developments in the
customer’s economic situation.

g) Toascertain that concerned employees are complying
with the procedure guide on the implementation of
AML/CFT legal and regulatory texts, and that the
KYC Forms are filled, and to prepare reports to this
effect.

h) To review periodically the effectiveness of
AML/CFT procedures and regulations, to improve
them and submit any proposed amendments thereto
to the Board Committee referred to in Paragraph 1
of Article 10 above, for proper decision.

i) To review the daily/weekly reports received from the
concerned departments and branches about cash
operations and transfers.

j) Tomonitor all the customer’s accounts and operations
on a consolidated basis, in and off balance sheet, at
the Head Office and at all branches in Lebanon and
abroad, so as to ensure their consistency with the
information provided in the KYC Form and with any
other information held by the bank.

K) To investigate unusual operations, in particular those
mentioned in Paragraph 1 of Article 7 and Paragraph
(a) of Article 8, provided the reasons behind these
operations and their purpose are verified, and the
findings are documented, retained for a five-year
period and submitted to the SIC upon request; and
also to prepare a periodical (at least, monthly) report
to this effect and submit it to the Board Committee
mentioned in Paragraph 1 of Article 10 above.

I) To approve the opening of accounts for exchange
institutions.

m)To control the accounts of the exchange institution
on a consolidated basis.

n) To prepare the agenda of the AML/CFT Board
Committee.

0) To notify directly the Chairman of the Board/
Director General whenever the Compliance Unit is
in possession of evidence or doubts that the banking
operation involves money laundering or terrorist
financing.

. Regarding Internal Audit;

a) To audit cash operations, transfers, and account
movements.

b) To ascertain that the branches and specialized
sections are complying with the procedure guide on
the implementation of AML/CFT legal and regulatory
texts, and that the KYC Forms are properly filled.

c¢) To report discrepancies to the appointed external
auditor, through a periodical report.

d) To inform the Compliance Unit through reports
concerning the stipulations of Paragraphs a, b and ¢
above, and any risky or unusual operations.

. Regarding the AML/CFT Branch Officer:

a) To ascertain that the employees of the branch
are complying with the procedure guide on the
implementation of AML/CFT applicable laws and
regulations, and that the KYC Form is properly filled.

b) To control cash operations, transfers, and any other
account-related operations, in particular those
carried out through ATMs, and all other operations
carried out electronically (non face-to-face banking).

c¢) To spread awareness among the employees of the
branch on the AML/CFT procedures.

d) To inform both the Head of the Compliance Unit
and the Head of the relevant Division within the
Compliance Unit, of any unusual operations and of
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the branch’s degree of compliance with required
procedures; and to submit periodic reports to each
of them, directly, and not through the director or the
management of the branch.

5. Regarding the Head of the Transfers Section:

a) To verify transfers credited to customers’ accounts,
particularly electronic transfers that do not include
the name of the originator (ordering customer),
exceed a specified amount and do not follow a
specific pattern relative to the nature and size of the
customer’s activities; and to verify also the accounts
through which recurrent or unusual transfers are
made, and to ascertain the validity of these transfers
in relation to the veracity of their sources.

b) To report to the Compliance Unit, through the AML/CFT
Branch Officer, any doubtful transfer that may involve
money laundering or terrorist financing operations.

c) To retain for a five-year period at least, a record
including all the information accompanying an
incoming cross-border transfer, which the bank
is unable to transmit when it executes a related
domestic transfer.

. Regarding Cashiers:

a) To require from customers, except those exempted,
to fill and sign a cash transaction slip (CTS), which
must include in addition to the amount involved,
information on the object of the operation, the
source of funds, and the beneficial owner, in case
of cash deposits totaling or exceeding each USD
10,000 or its equivalent, or in case of multiple
cash deposits involving lower amounts but whose
aggregate amount totals or exceeds USD 10,000 or
its equivalent.

b) To prepare special tables for the operations that
exceed the ceiling specified for customers exempted
from filling the cash transaction slip, and to take
the technical measures needed to safeguard these
tables, in order to make them available, upon
request, to the Internal Audit Unit, the External
Auditors, or the SIC.

c) To report to the Compliance Unit, through the AML/
CFT Branch Officer, any doubtful cash deposit that
may involve money laundering or terrorist financing
operations.

7. Regarding the Head of the Cheque Section:

a) To give caution and attention to cheques endorsed
to a third party, to bank cheques that are not directly
deposited by the first beneficiary, to traveler’s
cheques, to cheques issued by institutions located in
foreign countries, and to cheques that do not specify
the account holder’s identity.

b) To report to the Compliance Unit, through the AML/
CFT Branch Officer, any suspicious cheques.
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¢) To make sure that cheques are not credited to
customers’ accounts before they are effectively
collected from the issuing banks.

8. Regarding the Branch Director:

a) -

b) To review account opening operations, to approve
the exemption of certain customers from filling the
cash transaction slips, and to determine the ceilings
of exemption, based on criteria that justify these
exemptions and ceilings, provided the names of
exempted customers and the ceilings of exemption are
submitted to the Compliance Unit for consideration.

¢) To coordinate with the Credit Director regarding debit
accounts, and with the Branches Director regarding
credit accounts.

d) To make personally, or to request from the Branch
Accounts Officer to make periodical visits to debtor
customers, so as to be informed of their business
and assess their accounts’ movements, then
prepare the relevant report with a copy to be sent to
the Gompliance Unit in case it shows the occurrence
of unusual operations.

9. Regarding each of the Divisions established within
the Compliance Unit, as mentioned in Paragraph 4 of
Article 10 of this Decision:

a) To ascertain that operations control standards are
implemented at the Head Office and the branches
under its supervision, to ensure their compliance
with AML/CFT regulations.

b) To prepare a monthly report on the compliance
at the Head Office and branches with AML/CFT
requirements, and to keep this report with the Senior
Management.

SECTION V- FINAL PROVISIONS

Article 12

FIRST:
Each bank is required to:

1. Establish a computerized central archive for information
collected about money laundering and terrorist financing
operations that includes, at least, the names circulated
by the Special Investigation Commission (SIC), and
those of holders of doubtful accounts reported by the
bank itself. The bank must also notify the SIC of any
account opened subsequently by any of these persons,
whether directly, indirectly, or by proxy, as long as the
SIC has not taken a decision stating that there are not,
at the present time, reasonable grounds for the doubts
arisen relative to any of these persons.

2. Train the employees on a continuous basis, and involve
the persons in charge of the training program as well
as the concerned employees in relevant seminars,



workshops and lectures, so as to keep them abreast of
the latest AML/CFT methods.

3. Not close any suspicious account before referring to the
SIC.

4. Maintain a special register with the names of the
persons who open or activate accounts by proxy.

5. Impose, for employees’ recruitment, the highest
standards of honesty and integrity.

6. Request their staff, subject to liability, to maintain
absolute confidentiality and refrain from notifying or
permitting the notification of customers or any other
party that the bank has or will inform the SIC in case
of evidence or doubts about the existence of ML/TF
operations, or that the SIC investigates or inquires about
their operations or accounts, until the SIC decides to lift
banking secrecy on the said accounts and to notify the
concerned parties.

7. When resorting to intermediaries such as brokers and
introducers, deal only with those who meet the criteria
required from banks and financial institutions towards
their customers, and obtain immediately from them the
information required under the due diligence principle,
as well as copies of any necessary documents upon
request; remain also vigilant when dealing with third
parties residing in countries that do not apply the FATF
Recommendations sufficiently.

8. Maintain and update a special register with the names
of the Beneficial Owners that were identified relative
to each “Customer/natural person” and only when the
Customer is not the Beneficial Owner himself and to
each “Customer/legal person”.

SECOND:

The branches of Lebanese banks operating abroad must
adopt, as a minimum, the procedures specified in these
Regulations. In case this proves to be impossible due to
the incompatibility of these Regulations with the mandatory
laws and regulations in force in the branch’s host country,
the bank must inform the SIC.

THIRD:

Each Lebanese bank must apply due diligence measures
towards the customers of any of its overseas branches,
whenever executing an operation or opening an account
in Lebanon for any such customer, even if these overseas
branches are already applying due diligence measures.

Article 13
The external auditor of the bank is required to:

1. Review the internal audit procedures to ascertain
compliance by the bank with the provisions of the law
and of these Regulations. In this respect, the external
auditor shall prepare an annual report to be submitted
to the Board of Directors of the bank, the Governor of
Banque du Liban, and the Banking Control Commission.

The report shall include, along the audit results and
the external auditor’s propositions for operations
control enhancement, detailed information about the
verification process of the bank’s fulfillment of, at least,
the obligations stated below and which include but are
not limited to:

a) Complying with the provisions of Articles 3, 4, 5, 6,
10, 11, and 12 of these Regulations.

b) Filling the KYC Forms.

¢) Adopting a policy and written procedures relative to
the acceptance of, and the opening of new accounts
for customers.

d) Enquiring about the source and final destination
of received funds, and about the reasons behind
cash operations, as specified in the Law on Fighting
Money Laundering and in these Regulations; setting
ceilings for cash deposits and withdrawals, and
for incoming cross-border transfers that require
vigilance; and adopting deposit forms that show the
source of deposited funds when a deposit or the total
amount of several deposits exceeds the specified
ceiling.

e) Preparing periodical reports (at least, quarterly) on
the movement of cash deposits and withdrawals,
and on incoming transfers to customers’ accounts;
reviewing these reports by Management Officers
and by the Internal Audit Unit.

f) Inserting, in the adopted internal audit procedures,
specific measures for reviewing compliance with the
said procedures.

2. Report immediately to the Governor of Banque du
Liban, in his capacity as SIC Chairman, any violation of
the provisions of these Regulations.

Article 14

The provisions of these Regulations shall apply to financial
institutions operating in Lebanon.

Beirut, May 18, 2001
The Governor of the Banque du Liban
Riad Toufic Salamé

BDL Basic Circular No. 1

Addressed to Collective Investments Schemes

Article 1

Collective Investments Schemes are required to comply,
in the conduct of their business, with the provisions of
the AML/CFT Law and with the relevant regulations and
directives issued by Banque du Liban and/or the Special
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Investigation Commission, including the definition and
identification of the Beneficial Owner.

Article 2

This Decision shall come into force upon its issuance.
Article 3

This Decision shall be published in the Official Gazette.

Beirut, June 26, 2018
The Governor of the Banque du Liban
Riad Toufic Salamé

BDL Basic Circular No. 1

Addressed to Financial Intermediation Institutions

Article 1

Financial intermediation institutions are required to comply,
in the conduct of their business, with the AML/CFT Law
and with the relevant regulations and directives issued
by Banque du Liban and/or the Special Investigation
Commission, including the definition and identification of
the Beneficial Owner.

Article 2

This Decision shall come into force upon its issuance.
Article 3

This Decision shall be published in the Official Gazette.

Beirut, June 26, 2018
The Governor of the Banque du Liban
Riad Toufic Salamé

BDL Basic Circular No.2

Addressed to Financial Institutions

(Provisions of Article 7 Bis were added as per BDL
Intermediate Circular No.274 dated August 22, 2011)

Article 7 bis

All financial institutions are prohibited from:

1. Undertaking money exchange operations, except when
such operations are complementary or linked to those
they perform, within the limits of their objects, on behalf
of their customers.

2. Undertaking cross-border transportation of cash, metal
coins and bullion.

3. Receiving funds from their customers, unless through
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checks or transfers, including funds received for the
purpose of creating or covering all margins. They are,
however, entitled to receive from a single customer
cash amounts whose monthly total does not exceed
the equivalent of USD 10,000, for reimbursing the
advances granted by these institutions (including
factoring operations), or for performing, in a secondary
manner, various services that do not include financial
intermediation (property management, phone bills’
domiciliation...).

4. Executing, at their customers’ request and in favour of
third parties in Lebanon or abroad, foreign or domestic
incoming transfers in excess of USD 1,500.

Beirut, October 22, 1998
The Governor of the Banque du Liban
Riad Toufic Salamé

BDL Basic Circular No.2

Addressed to Specialized Lending Entities
(Known as “Comptoirs”)

Article 12

Specialized Lending Entities shall comply with applicable
laws, and with the regulations issued by Banque du Liban
and the Banking Control Commission, not contradicting
with the measures stipulated in this Circular, particularly
those:
¢ Related to fighting money laundering and terrorism
financing, including with respect to the definition
and identification of the Beneficial Owner.

Beirut, January 21, 2016
The Governor of the Banque du Liban
Riad Toufic Salamé

BDL Basic Circular No.3
Implementation Rules of the Law

regulating the Money Changer Profession

(These rules were last amended by BDL Intermediate
Circular No. 498 dated June 13, 2018)

SECTION V - MISCELLANEOUS PROVISIONS

Article 9

Exchange institutions are required to send promptly to the
concerned bank a notification including:

1. Information about any check issued by the exchange
institution and drawn on the concerned bank, or about



any banking transaction performed through the said
bank on behalf of the exchange institution’s customers,
particularly whether or not the check-related transaction
or the banking transaction was performed against an
amount received in cash, in addition to information about
the source and destination of funds, and the identity
of both the beneficiary and the economic right owner,
when the check or transaction exceeds USD 10,000 or
its equivalent.

2. Theinformation mentioned in Paragraph 1 of this Article,
concerning any transfer performed through the bank in
favor of third persons in Lebanon and resulting from an
exchange operation or cross-border transportation of
cash and/or precious metals, regardless of the amount
being transferred.

Article 10

The exchange institution is prohibited from opening bank
accounts at a bank where any of the institution’s owners,
partners, shareholders, directors or authorized signatories
holds an account. The spouse and the dependent
ascendants and descendants of these persons shall be
considered as a single person.

Accounts held by exchange institutions at banks shall be
used solely to perform exchange operations.

Article 11

All exchange institutions must:
e Communicate to the Banking Control Commission
the name of the banks where they hold accounts and
notify it of any subsequent change therein.

e Take the required measures to communicate to
the Banking Control Commission the names of
the banks where any of the persons mentioned in
Article 10 above holds an account, and notify it of
any subsequent change therein.

Article 12

All exchange institutions are required, when receiving from
a customer cash amounts and/or metal coins and bullion
(hereafter precious metals”) to be converted into other
currencies and/or precious metals, or when undertaking
cross-border transportation of cash and/or precious
metals, to carry out these operations solely in one of the
following manners:

e Dy delivering cash amounts and/or precious metals

to the customer, according to the case

e by issuing a check in the customer’s name payable
to the first beneficiary only

e Dy a transfer order to the concerned customer’s
account in a bank operating in Lebanon or abroad,
with no request to make a transfer to a third person
except within Lebanon, and provided the obligation
mentioned in Paragraph 2 of Article 9 of these

Rules is fulfilled, regardless of the amount being
transferred.

Article 13
1. All exchange institutions are prohibited from:

e Making direct cash deposits in their customers’
bank accounts.

e Accepting any proxy on behalf of their customers.

2. Exchange institutions classified as Category A are
prohibited from making any transfer in excess of
1,500 US dollars that does not result from an exchange
operation or a cross-border transport operation, when
the transfer consists of receiving cash amounts from
customers then transferring them to third persons
whether in Lebanon or abroad through the institution’s
bank accounts.

3. Exchange institutions are prohibited from performing
any kind of exchange or non exchange operation,
whether recorded in or off-balance sheet, with
companies or mutual funds whose stocks or shares
are fully or partially issued in bearer form, or that are
directly or indirectly owned by companies or mutual
funds whose stocks and shares are fully or partially
issued in bearer form.

Article 14

In the course of their activities, all exchange institutions
must comply with the following:

e Not open any kind of deposit accounts for customers,
whether temporary or transitional, against the cash
amounts it receives from the latter.

e Perform the operations that fall within their legally
authorized duties, solely through their bank accounts
and without using the personal accounts held by any
of the persons mentioned in Article 10 above.

Article 15

Exchange institutions classified as Category “A” must

comply with the following conditions:

1. Set sufficient and efficient procedures to fight money
laundering and terrorism financing.

2. Appoint a Compliance Officer in order to control the
institution’s compliance with the applicable laws
and the regulations and recommendations issued by
Banque du Liban, the Banking Control Commission and
the Special Investigation Commission (SIC), particularly
the Regulations on the Control of Financial and
Banking Operations for Fighting Money Laundering and
Terrorism Financing (AML/CFT), where applicable.

3. The Compliance Officer must attend, on a continuous
basis, AML/CFT training sessions or obtain specialized
certificates in this field such as the CAMS — Certified
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Anti-Money Laundering Specialist— specified in Basic
Decision No.9286 of March 3, 2006 attached to Basic
Circular No.103.

4. Establish a computerized central archive for information
collected about money laundering and terrorism
financing operations that include, at least, the names
circulated by the Special Investigation Commission.

5. Verify periodically the skills and ethical qualifications of
its employees.

Exchange institutions whose status is inconsistent with
the provisions of paragraphs 2 and 4 of this Article are
granted a time limit ending on January 2, 2012 to adjust
their situation accordingly.

Article 16

Exchange institutions shall comply with the applicable laws
and with BDL regulations, particularly AML/CFT laws and
regulations, including with respect to the definition and
identification of the Beneficial Owner.

Beirut, September 27, 2001
The Governor of the Banque du Liban
Riad Toufic Salamé

BDL Basic Circular No.63

Addressed to Banks and Companies
authorized to Issue Credit and Debit Cards

(Provisions of Article 2 bis were added as per BDL
Intermediate Circulars No.415 dated March 24, 2016
and No.418 dated April 22, 2016 and Provisions of
Article 5 bis were added as per BDL Intermediate
Circular No. 498 dated June 13, 2018)

Article 2 bis

Banks and institutions that issue credit and debit cards are
prohibited from issuing or promoting prepaid cards.

Under this Article, the cards listed below shall not be
considered as prepaid cards which issuance is prohibited:

e (ards linked to a bank account and issued in the
name of a specific person (such as cards linked to a
customer’s account and issued in the latter's name
or in the name of one of his/her family members, as
well as cards issued upon an employer’s request to
pay employees’ wages or allowances, whether the
employer is a natural person or legal entity).

e (Cards issued upon the request of legitimate
international organizations and allocated to local
humanitarian and social aid, contingent upon BDL
approval.

Laws and Regulations

Article 5 bis

Institutions that issue credit and debit cards shall comply
with the applicable laws and with BDL regulations,
particularly AML/CFT laws and regulations, including with
respect to the definition and identification of the Beneficial
Owner.

Beirut, June 10, 1999
The Governor of the Banque du Liban
Riad Toufic Salamé

BDL Basic Circular No.69

Addressed to Banks, Financial Institutions
and Institutions performing Electronic Banking and
Financial Operations

(Provisions of Article 9 were added as per
BDL Intermediate Circular No. 325 dated June 6, 2013
and Provisions of Article 9 bis were added as per
BDL Intermediate Circular No. 393 dated
June 30, 2015 and Provisions of Paragraph 8 of
Article 5 were amended as per BDL Intermediate
Circular No. 498 dated June 13, 2018)

Article 5

All non-banking institutions which perform domestic
electronic transfers of cash in Lebanon shall:

8. Comply with applicable laws and with BDL regulations,
particularly AML/CFT laws and regulations, including
the definition and identification of the Beneficial Owner.

Article 9

Institutions performing electronic funds transfers must
accurately insert in the transfer order and attached messages,
the full identity of the ordering party (name and address), the
account number or reference number in the absence of an
account number, the sources of the funds, their destination
and purpose, in addition to the identity of the beneficiary and
the economic right owner, as the case may be.

These institutions shall provide the competent authorities
with all the above information within three working days
from their request date.

Article 9 bis

Any of the institutions specified in Paragraphs 3 and 4 of

Article 2 of this Decision and performing electronic cash

transfers, must comply at least with the following:

1. To verify customers’ identity and addresses based on
official documents.

2. To keep specific records for operations exceeding the
amount of USD 10,000 or its equivalent.

3. To retain, for at least five years, copies of the official
documents (customers’ identity and addresses) and



of the documents relating to any operation exceeding
USD 10,000 or its equivalent.

4. To set up an efficient AML/CFT internal control system
that should, at least, comprise of the following:

a) Establishment of an efficient and effective AML/CFT
procedures guide that includes due diligence
measures required towards customers having
frequent operations that exceed a specific amount.

b) Appointment of a Compliance Officer who must attend
AML/CFT training sessions on a continuous basis.

¢) Adoption of software programs to monitor operations.

d) Preparation of periodic reports by the Compliance
Officer on operations control by adopting a risk-based
approach and on the degree of compliance with
the required procedures, provided that such reports
indicate the degree of compliance of sub-dealers with
applicable procedures and regulations.

e) Establishment and continuous update of a
computerized central archive for information collected
about money laundering and terrorism financing
operations that includes, at least, the names circulated
by the Special Investigation Commission (SIC), and
those reported to the SIC by the concerned institution.

5. To communicate to the SIC the details of any doubtful
operation that may involve money laundering or
terrorism financing.

6. To request from their staff, subject to liability, to refrain
from notifying the customers that the SIC investigates or
inquires about their operations, unless the SIC decides
otherwise.

7. To submit to the SIC, no later than the end of April
following the previous fiscal year, a copy of the annual
report prepared by the external auditor to verify the AML/
CFT measures implemented by the concerned institution,
and to check the efficiency of these measures.

Beirut, March 30, 2000
The Governor of the Banque du Liban
Riad Toufic Salamé

BDL Basic Circular No.81

Addressed to Banks and Financial Institutions

(Provisions of paragraph 7 of Article 1 were added
as per BDL Intermediate Circular No.411
dated February 29, 2016)

Article 1: Paragraph 7

Banks and financial institutions are prohibited from
performing any kind of banking or non-banking or financial or
non-financial operations, whether recorded in or off-balance

sheet, with companies or mutual funds whose stocks and
shares are totally or partially issued in bearer form, or with
companies or mutual funds that are directly or indirectly
owned by companies or mutual funds whose stocks and
shares are totally or partially issued in bearer form.

Beirut, February 21, 2001
The Governor of the Banque du Liban
Riad Toufic Salamé

BDL Basic Circular No.89

Addressed to Banks and Exchange Institutions

Cross-border transportation of cash
and precious metals

(These Provisions were added as per BDL
Intermediate Circular No.263 dated May 21, 2011)

Article 1

Exchange institutions that undertake cross-border
transportation of cash and/or metal coins and bullion
(hereafter “precious metals”) from and to Lebanon must
comply with the following conditions simultaneously:

1. They must belong to Category A and the capital they
allocate to the head office and branches must not be
less than five billion Lebanese pounds.

2. They must appoint an external auditor selected among
internationally renowned audit firms.

3. They must separate the accounting entries relating to
cross-border transportation of cash and/or precious
metals from the accounting entries of their other
operations.

4. They must comply with the provisions of the Law on
Fighting Money Laundering and with all other relevant
regulations issued by Banque du Liban and the
Special Investigation Commission (SIC), particularly the
Regulations on the Control of Financial and Banking
Operations for Fighting Money Laundering and
Terrorism Financing (AML/CFT), where applicable.

5. They must appoint a Compliance Officer or a
Compliance Unit in order to control the institution’s
compliance with the laws in force and the regulations
and recommendations issued by Banque du Liban, the
Banking Control Commission and the SIC, particularly
the Regulations on the Control of Financial and
Banking Operations for Fighting Money Laundering and
Terrorism Financing, where applicable.

6. The Compliance Officer or the Head of the Compliance
Unit mustattend, on a continuous basis, AML/CFT training
sessions or obtain specialized AML/CFT certificates
such as the CAMS-Certified Anti-Money Laundering
Specialist-specified in Basic Decision No.9286 of
March 9, 2006 attached to Basic Circular No.103.
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7. They must appoint an Internal Audit Officer to perform
internal audit on their operations.

The concerned institutions are granted a time limit
ending on December 31, 2011 to comply with the
provisions of paragraphs 2, 3, 5 and 7 of this Article,
and another time limit ending on March 31, 2012 to
comply with the provisions of paragraph 1 thereof.

Article 2

Banks and exchange institutions that undertake
cross-border transportation of cash and/or precious metals
from and to Lebanon must provide the Banking Control
Commission and the BDL Money Services Business
Department, at the end of each month and for each
currency and each metal, with the following:

a) a monthly position prepared according to Form No. 1
exhibiting clearly the total volume of cross-border
transport operations of cash and/or precious metals,
from and to Lebanon.

b) a monthly position prepared according to Form No.?2
exhibiting clearly the number of cross-border transport
operations of cash and/or precious metals from and to
Lebanon.

¢) a monthly position prepared according to Form No.3
exhibiting the total transportation volume of cash
and/or precious metals inside Lebanon, computed
on the basis of operations performed among these
institutions, and between these institutions and the
banks and institutions regulated by Banque du Liban
and not undertaking cross-border transportation of
cash and/or precious metals.

d) a monthly position prepared according to Form No.4
exhibiting all transport operations inside Lebanon
of cash and/or precious metals whose amount is
equivalent to or in excess of US dollar 10,000.

Article 3

Banks that do not undertake cross-border transportation
of cash and/or precious metals from and to Lebanon
must provide the Banking Control Commission and the
BDL Money Services Business Department with a monthly
position prepared according to Form No. 3, exhibiting the
transportation volume of cash and/or precious metals inside
Lebanon, computed on the basis of operations performed
among these banks, and between these banks and the
institutions regulated by Banque du Liban and not undertaking
cross-border transportation of cash and/or precious metals.

Article 4

The monthly positions mentioned in Articles 2 and 3 above
shall be sent on compact discs within ten days from the
end of the reported month, whether or not cross-border
transport operations of cash and/or precious metals from
and to Lebanon or transport operations of cash and/or
precious metals inside Lebanon have taken place.

Laws and Regulations

Article 5
This Decision shall come into force upon its issuance.

Article 6
This Decision shall be published in the Official Gazette.

Beirut, January 11, 2002
The Governor of the Banque du Liban
Riad Toufic Salamé

BDL Basic Circular No.111

Addressed to Banks, Financial Institutions,
Financial Intermediation Institutions, Leasing
Companies, Exchange Institutions, and the Public

Cash Transfers according to the Hawala System

(These regulations were amended by BDL Intermediate
Circular No. 337 dated September 20, 2013)

Article 1

For the purposes of implementing the provisions of this
Decision, the term “Hawala” shall mean informal systems
for money transferring, which are outside the conventional
financial sector and are used by institutions and individuals,
including Hawala brokers and intermediaries (Hawala Dar).

Article 2

Exchange institutions of Category A shall be the only
institutions entitled to perform Hawala cash transfers,
whether for their own account or on behalf of a third party.
Therefore, while performing Hawala transactions, these
institutions are prohibited from carrying out any of the
banking transactions specified in the Code of Money and
Credit, particularly from receiving deposits.

Furthermore, pursuant to Law No. 347 of August 6, 2001 on
Regulating the Money Changer Profession in Lebanon, these
institutions are also prohibited from performing transactions
that do not fall within the scope of the exchange business,
such as commercial financing, lending, and the management
of funds, among others.

Article 3

Any exchange institution of Category “A” wishing to carry
out “Hawala” cash transfers must:

1. Send to Banque du Liban a prior written notification.

2. Retain, for a minimum five-year period, Hawala records
that include, at least, the information mentioned in the
Form attached to this Decision, in addition to photocopies
of official documents pertaining to concerned clients.



Article 4

The value of an incoming or outgoing Hawala transaction
must not exceed USD 20,000 or its equivalent in any other
currency, provided the total amount of Hawala transactions
in a single year does not exceed, at any time, tenfold the
capital of the exchange institution.

Article 5

Any exchange institution that performs Hawala
transactions must take all the procedures and measures
needed to implement the obligations imposed by the
applicable legal provisions, particularly the AML Law
and all other regulations issued by Banque du Liban,
the Banking Control Commission and the SIC (Special
Investigation Commission). It must specifically comply with
the requirements of Basic Decision No.11323 of January
12, 2013 relating to the Establishment of a Compliance
Department, and adopt risk-based procedures and
measures when checking the details of each incoming or
outgoing Hawala transaction.

Article 6

When receiving from their correspondents cash transfer
orders pursuant to the Hawala system, exchange institutions
are prohibited from paying the amount of these transfers
through a swap operation, by checks or bank transfers to
the account of the Hawala’s beneficiary.

These institutions must open a sub-account allocated
to clearing transactions performed with correspondents
abroad as a result of Hawala transactions.

Article 7

Institutions whose status is inconsistent with Article 5 of
this Decision are granted a time limit ending on March 31,
2014 to comply with its provisions and regularize their
situation accordingly.

Article 8
This Decision shall come into effect upon its issuance.

Article 9
This Decision shall be published in the Official Gazette.

Beirut, September 24, 2007
The Governor of the Banque du Liban
Riad Toufic Salamé
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BDL Basic Circular No.126

Addressed to Banks and Financial Institutions

The Relationship between Banks and Financial
Institutions and their Correspondents

Article 1
Banks and financial institutions operating in Lebanon must:

1. Implement strictly the Regulations for the Control of
Financial and Banking Operations for Fighting Money
Laundering and Terrorism Financing, particularly with
customers who request the conduct of cross-border
operations by way of correspondent banks and financial
institutions, by:

a) Adopting a risk-based approach and vetting the
identity of both the customers and the economic right
owner and obtaining the requisite information and
setting procedures for monitoring their operations
and accounts on an ongoing basis.

b) Updating their database for money laundering and
terrorism financing operations, in conformity with
the provisions of this Decision.

c¢) Notifying the Special Investigation Commission
of any operation suspected of contravening the
obligations set out in this Decision.

2. Be fully informed of the laws and regulations governing
their correspondents abroad, and deal with the latter
in conformity with the laws, regulations, procedures,
sanctions and restrictions adopted by international
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legal organizations or by the sovereign authorities in
the correspondents’ home countries.

Within this scope, banks and financial institutions must
adopt the utmost accuracy and due diligence to vet the
identity of the economic right owner in the operations
conducted.

The provisions of this Article shall govern any dealings
between banks and financial institutions operating in
Lebanon, and their branches, subsidiaries or sister
companies abroad.

3. Control the transactions on payable-through accounts
and strictly implement the enhanced due diligence
measures on concerned customers.

Article 2

External auditors mustcheck banks andfinancial institutions’
compliance with the provisions of this Decision. They must
also insert in their report on the procedures adopted to
control financial and banking operations for fighting money
laundering and terrorism financing, detailed information
about their inspection of the adopted procedures, the
results of their audit, and their remarks in this regard.

Article 3

Any party violating the provisions of this Decision shall incur
the administrative sanctions stipulated in the applicable
laws and regulations, particularly the sanctions stipulated
in Article 208 of the Code of Money and Credit.

Article 4
This Decision shall come into force upon its issuance.

Article 5
This Decision shall be published in the Official Gazette.

Beirut, April 5, 2012
The Governor of the Banque du Liban
Riad Toufic Salamé

BDL Basic Circular No.136

Addressed to Banks and Financial Institutions and
all other institutions licensed or supervised by
Banque du Liban

Article 1

Banks, Financial Institutions and all other institutions
licensed or supervised by Banque du Liban, are requested,
as far as each is concerned:

1. To review constantly any update on the UN Security
Council Website concerning the names designated

Laws and Regulations

in the lists issued pursuant to UN Security Council
Resolutions 1267 (1999), 1988 (2011), 1989 (2011),
and related successor resolutions and/or issued by the
Special Sanctions Committees; and to automatically and
immediately freeze, without delay and without any prior
notice, the funds, accounts, operations, or other assets
in whatever form (direct or indirect, joint...) related to
these names, as soon as such names are listed; and
to inform the Special Investigation Commission of this
action and provide it with any information in this respect
within a period not exceeding 48 hours.

2. To report to the Special Investigation Commission in
case of similarity between the name of a customer and
any designated name and details included in the lists
issued pursuant to the UN Security Council Resolutions
referred to in Paragraph 1 above and/or issued by the
Special Sanctions Committees.

Article 2

The provisions of this Circular shall be applicable to
branches, sister institutions and subsidiaries abroad.

Article 3

Any party violating the provisions of this Circular
shall incur the sanctions stipulated in Article 13 of
Law No.44 of November 24, 2015, particularly for
non-compliance with the immediate freezing obligation
referred to in Article 1, paragraph 1 above.

Article 4
This Decision shall enter into force upon its issuance.

Article 5
This Decision shall be published in the Official Gazette.

Beirut, December 22, 2015
The Governor of the Banque du Liban
Riad Toufic Salamé

BDL Basic Circular No.137

Addressed to Banks, Financial Institutions,
And all other Institutions regulated
by Banque du Liban

Dealing with the U.S. Act of December 18, 2015
and with its Implementing Regulations
regarding the prevention of access by Hizballah to
international financial and other institutions

Article 1

In implementing the provisions of Basic Decision No. 10965
of April 5, 2012, attached to Basic Circular No.126
(Relationship between Banks and Financial Institutions and



their Correspondents), banks and financial institutions and
all other institutions regulated by Banque du Liban shall
take upon their responsibility to act as follows:

FIRST:

Execute their operations in compliance with the provisions
of the US Act of December 18, 2015 and its implementing
regulations.

SECOND.

Promptly notify the Special Investigation Commission of the
procedures and measures taken in compliance with the
above-mentioned US Act and its implementing regulations,
in particular freezing or closing any account held by any
client, or refraining from dealing with, or opening any
account to any such client, while justifying the reasons
behind any such procedures and measures.

Article 2

All regulatory and implementing provisions that do not
contravene the procedures and measures specified in
Paragraph Second of Article 1 above shall remain in force.

Article 3
This Decision shall be effective upon its issuance.

Article 4
This Decision shall be published in the Official Gazette.

Beirut, May 3, 2016
The Governor of the Banque du Liban
Riad Toufic Salamé

BDL Basic Circular No.138

Addressed to Banks and Financial Institutions

Exchange of Tax Information covered by Banking
Secrecy, in line with international standards

Article 1

As far as each is concerned, banks and financial institutions
shall take at their own full responsibility the appropriate
administrative and technical measures required to provide the
Special Investigation Commission (SIC) with the information that
the concerned foreign authorities request from the Lebanese
Ministry of Finance regarding the accounts of residents in the
requesting countries. Any such request of information shall
take place within the tax information exchange framework, in
compliance with the recommendations issued by the Global
Forum on Transparency and Exchange of Information for Tax
Purposes and by the OECD, and according to the regulatory
mechanism to be set for that purpose by the SIC in coordination
with Banque du Liban.

Article 2
This Decision shall come into force upon its issuance.

Article 3
This Decision shall be published in the Official Gazette.

Beirut, August 5, 2016
The Governor of the Banque du Liban
Riad Toufic Salamé

BDL Basic Circular No.139

Addressed to Banks and Financial Institutions

Common Reporting Standard

Article 1: Definitions

FIRST:
For the purpose of implementing the provisions of Law No
55 of 27 October 2016 (Exchange of Information for Tax
Purposes) and the provisions of this Decision, the following
definitions shall be adopted:

1. Law: Law No 55 of 27 October 2016.

2. Decree: the Decree relating to the detailed
implementation of Subparagraph 3, Paragraph Sixth
of Law No 55 of 27 October 2016 (Exchange of
Information for Tax Purposes),

3. Standard: the Common Reporting Standard for the
automatic exchange of information and the related
commentaries, which was approved by the OECD
Council on 15 July 2014, and contains the reporting
and due diligence procedures for the automatic
exchange of information, including any subsequent
amendment and explanation thereto published by
the OECD.

4. Participating jurisdiction: any jurisdiction listed in
Table 3 of the Decree.

5. Financial Institution:

a) Any bank, financial institution, company, or
organism regulated by Banque du Liban and
performing activities that are similar to those of
the financial institution as defined in Section VIII
of the Standard.

b) This definition excludes the branches located
outside Lebanon of the financial institutions
defined in Clause (a) above.

¢) The definition in Clause (a) includes the branches
operating in Lebanon of financial institutions that
are not resident in Lebanon, and which perform
the activities of the Financial Institution as
defined in Section VIl of the Standard.
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6. Reporting Financial Institution: any Financial
Institution that is not a Non-Reporting Financial
Institution, as defined below.

7. Non-reporting Financial Institution:

a) Any Financial Institution as defined in Section
VIII, Subparagraphs [B1 (a), (b), (d) and (¢)] of the
Standard; or

b) Any entity listed in Table 2 of the Decree.

8. Financial account: any account as defined in
Section VIl of the Standard.

9. Pre-existing account: any financial account
maintained by a Reporting Financial Institution on
30 June 2017.

10.New account: a Financial Account opened at a
Reporting Financial Institution on or after 1 July
2017,

11.High-value account: a Pre-existing Account
held by one or more natural persons/individuals,
whose aggregate balance or value exceeds the
amount of USD 1,000,000 on 30 June 2017 and
31 December 2017, or on 31 December of any
subsequent year.

12.Lower-value account: a Pre-existing Account
held by one or more natural persons/individuals,
whose aggregate balance or value does not exceed
the amount of USD 1,000,000 on 30 June 2017.

13.Excluded account:

a) Any account as defined in Section VIII,
Subparagraphs [G17 (a) to (f)] of the Standard;
or

b) Any account listed as an Excluded Account in
Table 1 of the Decree.

14.Information return: a report containing the
information specified in Section | of the Standard.

15.Account holder: any person as defined in Section
VIII, Subparagraph [E1] of the Standard.

16.Controlling person: any person as defined in
Section VIl of the Standard.

17.Change in circumstances: any change which
yields additional information about a person’s
status or information that is inconsistent with such
status. The expression “change in circumstances”
shall also cover any change in, or addition to the
information related to the Account Holder’s account
(including any addition, substitution, or other change
in the Account Holder’s status), or any change in the
information related to any other account linked to
the Account Holder’s account (based on the financial
accounts aggregation rules specified in Section VI,
Subparagraphs [C1 to 3] of the Standard), in case
that change or addition of information affects the
Account Holder’s status.

Laws and Regulations

SECOND:

1. For the purpose of implementing Section | of the
Standard, Reportable Jurisdiction shall mean any
jurisdiction listed in Table 4 of the Decree.

2. For the purpose of implementing the due diligence
procedures specified in Sections Il through VII of the
Standard and in this Decision, Reportable Jurisdiction
shall mean any jurisdiction other than Lebanon and the
United States of America.

3. For the purpose of implementing this Decision, the
date to be specified in the definition of “Qualified Credit
Card Issuer” in Section VIII, Subparagraph [B8] of the
Standard, shall be 1 July 2017 inclusively.

THIRD:

Any term or expression defined in the Standard but not in
Paragraph “Second” of the Law or in this Decision, shall
have the same meaning set forth in the Standard.

Article 2: Due Diligence Obligations

1. Reporting Financial Institutions shall comply with the
following:

a) To establish, keep, and document the due diligence
procedures stipulated in Sections Il through VII of
the Standard, as well as the procedures stipulated in
Articles 2 and 3 of this Decision.

b) To identify reportable accounts by implementing the
due diligence procedures stipulated in Sections |l
through VIl of the Standard, without prejudice to
Paragraph 2 of this Article.

c) To treat the financial account as a reportable
account, as of the date it is identified as such, in
accordance with the due diligence procedures
stipulated in Sections Il through VII of the Standard.
In case no other time-limit is set, the account-related
information shall be reported annually, as of the year
following the year to which the information relates.

d) For the purpose of this Decision, to treat an account
with a negative balance or value as an account with
a balance or value equal to nil.

e) For the purpose of determining the balance or value
of an account opened at a Reporting Financial
Institution, to convert the account’s balance or value
into the US dollar, at the official exchange rate set
by Banque du Liban, so as to identify the accounts
subject to a threshold on 30 June 2017, 31
December 2017, or 31 December of any subsequent
year.

f) For the purpose of this Decision, to treat a Financial
Account held by a person as partner in a partnership,
and used by that person in that capacity, as an entity
account.

g) Whenever a Reporting Financial Institution relies
on information collected pursuant to AML/KYC



procedures in order to identify the Controlling
Person of the New Entity Account Holder (Section
VI, Subparagraph [A2 (b)] of the Standard), these
procedures must be consistent with the FATF-
Financial Action Task Force Recommendations 10
and 25 (as adopted in February 2012).

2. Reporting Financial Institutions may adopt the following
procedures:

a) To apply the Residence Address Test to Lower Value
Accounts held by natural persons/individuals, as
defined in Section Ill, Subparagraph [B1] of the
Standard.

b) To apply Section V, Paragraphs [A to C] of the
Standard, to determine whether a Pre-existing Entity
Account is subject to the due diligence procedures
specified in Section V of the Standard.

¢) Regarding New Entity Accounts, to rely solely on a
self-certification from the Account Holder or from
the Controlling Person, so as to determine whether a
Controlling Person of a Passive NFE is a Reportable
Person, as defined in Section VIl of the Standard.

3. The due diligence procedures with respect to the
Standard’s Sections and Paragraphs enumerated
below, shall be implemented according to the following
dates:

a) Section Il “Due diligence for Pre-existing Individual
Accounts”:
1. Subparagraph [C6]: 30 June 2017

2. Paragraph D: 31 December 2017 for High Value
Accounts; and 31 December 2018 for Lower
Value Accounts.

b) Section V “Due diligence for Pre-existing Entity
Accounts”;

1. Paragraph A: 30 June 2017

2. Paragraph B: 30 June 2017 concerning both
dates

3. Paragraph E:

e Subparagraph [E1]: 30 June 2017 and 31
December 2018, respectively.

e Subparagraph [E2]: 30 June 2017

¢) Upon the implementation of the Standard, Section
llI-Subparagraph [C6], Section V-Paragraphs A
and B and Subparagraph [E2], and Section VIII-
Subparagraph [C15], and only for that purpose, the
expressions “the last day of any subsequent year”
and “31 December of any subsequent year” shall
mean “31 December 2017 and 31 December of any
subsequent year”.

Article 3: Reporting Obligation

1. The Reporting Financial Institution shall directly submit
to the Ministry of Finance an Information Return that

contains the information relating to the calendar
year 2017 and to each subsequent calendar year,
with respect to each financial account identified as
a reportable account maintained by the Reporting
Financial Institution at any time during the year. Banque
du Liban shall remain the sole regulatory body in charge
of the sound implementation of the Law, the Decree,
and this Decision.

2. In case a Reporting Financial Institution applies, during
a calendar year, the due diligence procedures set
forth in Article 2 of this Decision, and if no account is
identified as a reportable account, then such Reporting
Financial Institution shall submit an Information
Return evidencing that it maintains no such reportable
accounts in respect of that year.

3. The Reporting Financial Institution shall submit an
electronic Information Return directly to the Ministry of
Finance, no later than 30 June of the year following the
reporting calendar year. This Information Return shall then
be forwarded to the competent authority of the relevant
jurisdiction specified in Table 4 of the Decree, no later
than 30 September of the year following the reporting
calendar year, provided the first information exchange
takes place at the latest by 30 September 2018.

Article 4: Records

1. Each Reporting Financial Institution must retain the
records it has received or has prepared pursuant to the
provisions of this Decision, including any documentary
evidence and self-certification submitted by the
account-related person.

2. Under this Decision, each Reporting Financial Institution
that retains electronic records must keep these records
in an electronically readable format throughout the
period specified in Paragraph 4 below.

3. Under this Decision, each Reporting Financial Institution
that has obtained or has created records in a language
other than Arabic, must provide, upon request and at its
own expense, a translation of such records into Arabic.

4. Under this Decision, each Reporting Financial Institution
must keep the records and documents relating to the
entries received or created pursuant to this Decision,
for a minimum period of 10 years:

a) For the self-certification submitted by the account-
related person: starting from the closing date of the
concerned Financial Account.

b) In all other cases: starting from the end of the last
calendar year referred to in the record.

Article 5: Control and Review of Books and
Records

In addition to their respective authority and for the
purpose of controlling the proper implementation of this
Decision, Banque du Liban and/or the Special Investigation
Commission (SIC) may request the Reporting Financial
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Institution to provide, within a period of no less than 14
days, any information and copies of any books, records, or
documents.

Article 6: Anti-avoidance

If a person enters in any arrangements or engages in
practices that could be considered as being mainly or
secondarily intended to avoid any obligations imposed by
law or under this Decision, that person shall remain subject
to the obligation he/she has attempted to avoid, as if he/
she has neither entered in any such arrangements nor
engaged in any such practices.

Article 7: Sanctions

Each Reporting Financial Institution that contravenes the
provisions of this Decision or fails to comply with the
obligations thereof, shall be subject to the fine stipulated
in the applicable laws, without prejudice to the right of
Banque du Liban and/or the SIC to impose administrative
sanctions and financial penalties pursuant to the Code of
Money and Credit and to Law No 44 of 24 November 2015.

Article 8: Interpretation

The provisions of this Decision must be read and
implemented in accordance with the Standard and its
commentaries and with each amendment thereto.

Article 9: Date of Enforcement
This Decision shall come into effect as of 1 July 2017,

Article 10:
This Decision shall be published in the Official Gazette.

Beirut, July 21, 2017
The Governor of the Banque du Liban
Riad Toufic Salamé

BDL Basic Circular No.144

Addressed to Banks and to Financial Institutions
Cybercrime Prevention

FIRST. CYBERCRIME PREVENTION POLICIES
AND PROCEDURES

Article 1

Banks and financial institutions must set policies and
adopt measures and procedures relating to cybercrime
prevention, and comprising at least:
I. General policies prescribing the following actions:
1. To analyze potential cybercrime risks, and to follow
up the latest updates concerning cybersecurity
technologies.

Laws and Regulations

2. To allocate the necessary funds and budget in order
to set and implement cybersecurity policy, systems,
and rules.

3. Toprepare insurance contracts that cover cybercrime
risks.

4. To set and continuously update the plans needed
for cybercrime prevention (e.g. incident response
planning, disaster recovery and business continuity
plan, first responder training plan...).

5. To create a task force for cybercrime prevention.

6. To exchange information on cybercrime with the
concerned parties inside or outside the bank/
financial institution.

7. Toraise awareness among employees and customers
regarding cybercrime prevention.

8. To monitor changes in employees’ habits and
behavior, particularly employees having elevated
privileges to access IT systems.

9. To be vigilant and cautious when selecting
contractors for tasks related to IT systems, and to
make sure that these contractors do not in turn
outsource these tasks to less reliable parties.

Il. Technical procedures encompassing the following
actions:

1. To adopt a minimum two-factor authentication
technique, particularly to check the right of outside
users to access the system of the bank/financial
institution.

2. To use an end-to-end, high-grade encryption for
crucial data, to avoid loss and tampering of such
data.

3. To adopt tight rules for filtering incoming e-mails
and for controlling external access to mailboxes.

4. To update the systems of all computers, and to check
the safety of the computers assigned for the external
use of the bank/financial institution’s employees.

5. To carry on penetration tests to detect any possible
vulnerabilities in the network.

6. To monitor the network traffic in order to detect any
unusual behavior, whether through the quality or the
number of sent batches.

7. To check and monitor data integrity, in order to
detect any illegal tampering with data, and to trace
back the source of the illegal access to such data.

SECOND: FINANCIAL CYBERCRIME PREVENTION
PROCEDURES

Article 2

As far as each is concerned, banks and financial institutions
must adopt in general and on their own responsibility,
the appropriate administrative, technical and judicial



procedures which enable them to remain vigilant, to monitor

and combat financial cybercrime. They must particularly:

1. Consider the guidelines specified in the Cybercrime
Prevention Guide, Part 1, Section 1, as cybercrime
indicators.

2. Adopt the Cybercrime Prevention Policies and
Procedures specified in the Cybercrime Prevention
Guide, Part 1, Section 2.

3. Set specific internal systems and procedures regarding
the execution of funds transfer orders received
electronically (through e-mail, e-banking, etc.)

4. To incorporate in the contract signed with the customer
specific provisions that determine, apart from e-mail,
other means of communication with the customer (such
as phone calls), in order to validate transfer orders
received electronically, provided any change in these
means of communication takes place only through the
contracting parties’ written agreement.

5. To inform the customer of the risks associated with
transfer orders sent through e-mail, to advise him/her
to use safer means, and to obtain his/her risk-bearing
written consent.

6. To provide the customer with the “Guidelines for
Individuals and all other Non-Financial Institutions and
Entities” specified in the Cybercrime Prevention Guide,
Part 2.

7. To request from customers to promptly report any
cybercrime, whenever they become aware or detect or
are notified that they have been, or were likely to be,
victims of a cybercrime.

Article 3

Banks and financial institutions are requested, whenever
they detect or become aware or are notified that they
have been the victims, or that any of their customers has
been the victim of a financial cybercrime, to take prompt
and effective actions that include, at least, the remedial
measures mentioned in the Cybercrime Prevention Guide,
Part 1, Section 3, particularly:

1. To provide both the correspondent bank and the
beneficiary bank/financial institution with all relevant
information, and to request the cancelling and the
refund of the funds transfer.

2. Tocommunicate to the Special Investigation Commission
(SIC) any relevant information and correspondence,
including technical information about:

e The customer’s IP address or the IP address used to
send the suspicious funds transfer orders.

e The name of the Internet Service Provider through
which the suspicious funds transfer orders were sent.

e The name of the Internet Service Provider used for
the unauthorized access to the customer’s account,
through electronic banking.

3. To advise the customer to file a report or a judicial
complaint before the competent authorities.

Article 4
This Decision shall come into effect upon its issuance.

Article 5
This Decision shall be published in the Official Gazette.

Beirut, November 28, 2017
The Governor of the Banque du Liban
Riad Toufic Salamé

Capital Markets Authority

Series 2000 & 3000

Addressed to Financial Intermediation Institutions

(Previously BDL Intermediate Circular No. 273 dated
August 22, 2011 and Capital Markets Authority
Decision No. 10 dated December 20, 2013)

Article 2103

Securities business activities (Series 2000 dated
January 19, 2017)

2. In order to carry out their activities, financial
intermediation institutions have the right to undertake
other operations that are complementary to their
main objective. They are however prohibited from
undertaking:

i) Exchange operations, except when such operations
are complementary or related to those performed,
within the limits of their objects, on behalf of their
clients.

ii) Cross-border transportation of cash, metal coins,
bullion and specie.

iii) Any commercial or industrial activity or any activity
not related to financial intermediation.

Article 3506

Procedures to deal with the customer’s funds (Series
3000 dated November 10, 2016)

1. An approved institution must receive funds from
its customer through checks or Banker’s checks or
electronic transfer only.

2. Anapproved institution may execute, at their customers’
request, outgoing or incoming transfers from abroad or
from Lebanon in favour of third parties in Lebanon or
abroad, provided the amount of each transfer doesn’t
exceed USD /1,500/.
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Special Investigation Commission

Circular 1

Addressed to Institutions Not Governed by
the Banking Secrecy Law

Al institutions not governed by the Banking Secrecy Law of
3/9/1956, including individual institutions, and particularly
money dealers, financial brokerage firms, leasing companies,
mutual funds, insurance companies, real estate development,
promotion and sale companies, high-value items merchants
(jewelry, precious stones, gold, works of art, archeological
artifacts), must abide by the provisions of Law 318 of
20/4/2001 (on fighting money laundering), especially in
keeping special records for operations whose value exceeds
an amount of ten thousand dollars or the equivalent.

The above-mentioned institutions must also report, in
accordance with the attached form, any suspicious, money-
laundering operation.

This Circular shall be published in the Official Gazette and
shall be effective upon its publication.

Beirut, July 4, 2001

Chairman of the Special Investigation Commission
The Governor of the Banque du Liban

Riad Toufic Salamé

Special Investigation Commission

Circular 2

Addressed to Banks and Other Institutions
Bound to Report on Money Laundering Operations

Pursuant to the Decision taken by the Special Investigation
Commission (SIC) in its meeting of 10/7/2001,

Pursuant to the provisions of Article 7, Paragraph 1,
and Article 11 of Law 318 of 20/4/2001 on Fighting
Money Laundering, and to the provisions of Article 6 of
the Regulation on the Control of Financial and Banking
Operations for Fighting Money Laundering, attached to BDL
Decision 7818 of 18/5/2001,

All Banks and other institutions bound to report on money
laundering operations, when reporting details of operations
suspected or ascertained to be involving money laundering,
must send information in a sealed envelope on which the
expression “Strictly Confidential” is clearly indicated. The
envelope should be addressed, as specified by law and
regulations according to the case, to the Secretariat of the
SIC Chairman/Governor of the Banque du Liban, or to the
SIC Secretariat.

This Circular shall be published in the Official Gazette and
shall be effective upon its publication.

Beirut, July 20, 2001

Chairman of the Special Investigation Commission
The Governor of the Banque du Liban

Riad Toufic Salamé

Laws and Regulations

Special Investigation Commission

Circular 4 amended by Circular 13

Addressed to Banks and Financial Institutions

SIC Circular 4

In reference to the Regulations on the Control of Financial
and Banking Operations for Fighting Money Laundering
attached to the basic Decision No.7818 of May 18, 2001
especially articles 3 and 4.

All banks and financial institutions that did not finalize to
date re-verifying their clients’ identity and the beneficial
owner (KYC) especially for those dealing with them prior to
Law 318 of 20/4/2001 are required to finalize this process
no later than 30/6/2004. This shall contain as a minimum
the information attached to this Circular.

Beirut, September 18, 2003

Chairman of the Special Investigation Commission
The Governor of the Banque du Liban

Riad Toufic Salamé

SIC Circular 13

Pursuant to the provisions of BDL Basic Decision No.7818
of May 18, 2001 (Regulations on the Control of Financial
and Banking Operations for Fighting Money Laundering and
Terrorism Financing), particularly Articles 3 and 4 thereof,
With reference to SIC Circular 4 of September 18, 2003
addressed to banks and financial institutions, and
Pursuant to the SIC Decision taken in its meeting of May
26,2011,

The informative statement attached to the above-
mentioned Circular 4 is replaced with statements No. 1 and
No. 2 attached to this Circular.

Beirut, May 27, 2011

Chairman of the Special Investigation Commission
The Governor of the Banque du Liban

Riad Toufic Salamé



Special Investigation Commission

Circular 5 amended by Circular 12

Addressed to External Auditors

SIC Circular 5

Pursuant to the Regulations on the Control of Financial
and Banking Operations for Fighting Money Laundering,
attached to Basic Decision No.7818 of May 18, 2001,
particularly to the provisions of Article 13,

External auditors at banks and financial institutions are
requested to submit to the relevant authorities, by the
end of March following the year during which the audit
has been carried out, the annual report they must prepare
pursuant to Article 13 of the afore-mentioned Regulations.
This annual report shall include:

1. The auditors’ recommendations on enhancing the
control process, and their evaluation of internal control
procedures adopted for fighting money laundering.

2. An explicit statement that, following the audit of
necessary samples, the auditors have verified, on their
own responsibility, compliance with the obligations
specified in the attachment, as a minimum.

Beirut, April 29, 2004

Chairman of the Special Investigation Commission
The Governor of the Banque du Liban

Riad Toufic Salamé

SIC Circular 12

Pursuant to the Regulations on the Control of Financial
and Banking Operations for Fighting Money Laundering
and Terrorism Financing, attached to BDL Basic Decision
No.7818 of May 18, 2001, particularly Article 13 thereof,

With reference to SIC Circular No.5 of April 29, 2004
addressed to external auditors, and

Pursuant to the SIC decision taken in its meeting of
May 26, 2011,

The annex attached to the above-mentioned SIC Circular 5
is replaced with the annex attached to this Circular.

Beirut, May 27, 2011

Chairman of the Special Investigation Commission
The Governor of the Banque du Liban

Riad Toufic Salamé

Attachment To SIC Circular 5

I. To verify whether or not banks/financial institutions
comply with the following obligations:

1. Making sure, when establishing a relation with a
foreign correspondent bank, that the latter is not a
shell bank, that it really exists, based on submitted
documentary evidence, that it does not deal with
shell banks, has a good reputation, is subject to a
good control and implements sufficient and effective
procedures to fight money laundering and terrorism
financing.

2. Adopting the KYC Form that must include, at least,
basic information about customers, as required
by amended SIC Circular No.4; checking the
identity of permanent and transient customers,
residents and non-residents, and the identity
of their proxies; obtaining from natural persons
documents proving their identity, and from legal
entities duly authenticated documents about their
statutes, the registration certificate, the ownership
structure, a list showing the distribution of stock
or shares (whether directly or indirectly), a list with
the names of authorized signatories, a copy of the
identity of the legal representative, the directors
and the natural persons owning, whether directly
or indirectly, a share that gives them effective
control over the company’s management; and
implementing due diligence measures on the non-
professional proxy.

3. Checking periodically the identity of customers
and re-determining the identity of economic right
owners, including the owners of accounts opened
before the promulgation of the Law on fighting
money laundering; and preparing timed action plans
for the fulfillment of these obligations.
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4. Adopting a special Form for determining the economic
right owner’s identity and the source of funds, as
stipulated in Articles 4 and 7 of the Regulations on
the Control of Financial and Banking Operations for
Fighting Money Laundering and Terrorism Financing,
and circulating this Form to all branches for using it
in case of doubt about the economic right owner’s
identity or the source of funds.

5. Retaining information on the customer, at least for
five years after closing the account or ending the
business relation, particularly the customer’s full
name, residential address, occupation and financial
status, in addition to copies of all documents used
to verify the above-mentioned information. Retaining
as well copies of all operations-related documents,
for at least five years after performing the operation.

6. Establishing the Special Committee for Fighting
Money Laundering and Terrorism Financing stipulated
in Article 10, Paragraph 1 of the Regulations on the
Control of Financial and Banking Operations for
Fighting Money Laundering and Terrorism Financing,
and specifying its tasks pursuant to Article 11 of
these Regulations. The fulfillment of these tasks
must be verified by the external auditor.

7. Establishing “the Compliance Unit” stipulated in
Article 10, Paragraph 2 of the Regulations on the
Control of Financial and Banking Operations for
Fighting Money Laundering and Terrorism Financing,
and specifying its tasks pursuant to Article 11 of
these Regulations. The fulfillment of these tasks
must be verified by the external auditor, based on
the reports prepared by this Unit.

8. Establishing a computerized central archive for
collected information that includes, at least, the
names circulated by the SIC, and those of holders of
doubtful accounts reported by the bank or financial
institution. This archive must be updated on a
continuous basis.

9. Using a special register or a software program that
records the names of persons who open or activate
accounts by proxy.

10.Using specialized software programs that enable
the retrieval of periodical reports for monitoring
customers’ accounts and the operations to which
apply, for indicative purposes and not restrictively, the
indicators specified in Article 8 of the Regulations on
the Control of Financial and Banking Operations for
Fighting Money Laundering and Terrorism Financing.

11. Appointing, in each of the bank/financial institution’s
branch, an Officer responsible for the control of
operations, who shall fulfill his duties, particularly,
in monitoring cash operations, transfers and any
other operations.

Laws and Regulations

12.Reporting to the Governor of Banque du Liban, in his
capacity as SIC Chairman, any operation suspected of
involving money laundering and terrorism financing.

13.Ensuring the continuous training of the concerned
staff and officers and their participation in seminars,
workshops and conferences, so as to keep them
abreast of AML/CFT methods.

14.Preparing a procedure guide about the obligations
stipulated in the Regulations on the Control of
Financial and Banking Operations for Fighting
Money Laundering and Terrorism Financing. This
guide must take into account the structure of the
bank/financial institution and its departments,
and must be communicated to all employees and
branches for adoption.

15.Receiving the notification stipulated in Article 7,
Paragraph 2 of the Regulations on the Control of
Financial and Banking Operations for Fighting
Money Laundering and Terrorism Financing.

16.Adopting a risk-based approach to classify
customers and operations according to risk levels,
and establishing risk-based control measures
and procedures, as specified in Article 9 of the
Regulations on the Control of Financial and Banking
Operations for Fighting Money Laundering and
Terrorism Financing.

To verify, in the bank/financial institution, that the
Internal Audit Director, the Officer responsible for
operations control at the branch, the Head of Transfers
and Checks Sections, the cashiers, and the branch
director are fulfilling their obligations, as stipulated in
Article 11 of the Regulations on the Control of Financial
and Banking Operations for Fighting Money Laundering
and Terrorism Financing.

To verify whether the decision taken by the director of
the bank/financial institution’s branch to exempt some
customers from filling the cash transaction slip (CTS)
and to set ceilings for such exemptions was based on
valid criteria that justify these exemptions and ceilings,
and to make sure that the CTS is filled by non-exempted
customers.

. To verify basic obligations that are not included in the

procedure guide stipulated in Article 11, Paragraph 1,
Subparagraph (a) of the Regulations on the Control of
Financial and Banking Operations for Fighting Money
Laundering and Terrorism Financing, or that are in
contradiction with the said guide.



Special Investigation Commission

Circular 7

Addressed to Financial Brokerage Firms

Pursuant to Law No.318 of April 20, 2001 on Fighting
Money Laundering and its amendments, particularly
Article 4 and Article 7 (paragraph 1), financial brokerage
firms are requested to comply with the following provisions
as a minimum:

1. To ascertain the identity and business of correspondent
banks and require them to produce documented
evidence proving they are not shell banks.

2. To check the identity of permanent and transient clients,
residents and non-residents, and that of their proxies. To
obtain from individuals documents proving their identity
and residence, and from legal entities registration
documents, statutes and addresses, in addition to the
identity of persons authorized to sign on their behalf. To
adopt, for this purpose, a KYC Form (KYC: Know Your
Customer) that should include, as a minimum, basic
information about the client (full name, date and place
of birth, nationality, address, social status, detailed
occupation, financial status, beneficial owner, signature
and date).

3. To recheck periodically, particularly when suspicion
arises, the identity of clients and beneficial owner,
including the holders of accounts opened before the
promulgation of the Law on Fighting Money Laundering,
for the purpose of updating the information of KYC Forms
and obtaining the documents needed for evidence.

4. To keep the documents related to the clients and
operations mentioned in Paragraph 2, for at least five
years after closing the account or carrying out the
operation.

5. To appoint a Compliance Officer entrusted with the
following duties:

e To prepare an anti-money laundering manual that
includes provisions stipulated in this Circular, with
due consideration of the structure and departments
of the financial brokerage firm, and to update the
manual when needed. Also, to prepare the KYC Form
mentioned in paragraph 2 above, and to submit the
manual and the KYC Form to the Board of Directors
for approval.

e To monitor accounts, implementation, and efficiency
of anti-money laundering procedures (through
adequate software programs when needed, that
display money-laundering indicators), in order to
identify suspicious transactions; and to provide
relevant periodical reports to the Board of Directors.

e To train personnel on procedures and methods to
fight money laundering.

6. To fill the cash transaction slip (CTS) that includes a
special section showing the source of funds exceeding
USD 10,000 or its equivalent. The Compliance Officer
may exempt some clients from this procedure after
setting a ceiling, such exemptions must be based on
justifiable criteria.

7. To establish a database for collected information and
update it continuously. This database should include,
at least, the names communicated by the Special
Investigation Commission, and those of holders of
suspicious accounts and reported by the institution. To
notify the SIC about any account opened subsequently
by any of these persons, whether directly, indirectly, or
by proxy.

8. To keep a special register or software program for
recording the names of persons who open or activate
accounts by proxy.

9. To refrain from closing a suspicious account before
referring to the SIC.

10.To prohibit staff, under disciplinary sanctions, from
tipping-off the concerned customers subject an
investigation by the SIC, before the latter takes a
decision to inform the related parties.

11.To report to the Governor of Banque du Liban, in his
capacity of Chairman of the Special Investigation
Commission, any operation suspected to involve money
laundering.

This Circular shall be published in the Official Gazette and
shall be effective upon its issuing.

Beirut, August 18, 2005

Chairman of the Special Investigation Commission
The Governor of the Banque du Liban

Riad Toufic Salamé

Special Investigation Commission

Circular 8

Addressed to Banks and Financial Institutions

Pursuant to the provisions of Law 318 of April 20, 2001, on
Fighting Money Laundering, particularly those stipulated by
Article 6, Paragraph 4,

Pursuant to the provisions of Article 12, Paragraph 6, of
the Regulations on the Control of Financial and Banking
Operations for Fighting Money Laundering, attached to
Basic Decision No.7818 of May 18, 2001, and

Pursuant to the Decision of the Special Investigation
Commission, taken in its meeting of November 2, 2006,
Banks and financial institutions are requested:

e To rigorously implement the provisions of Article 12,
Paragraph 6, of the Regulations on the Control of
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Financial and Banking Operations for Fighting Money
Laundering, attached to Basic Decision No.7818 of
May 18, 2001. In this respect, they must ascertain
that all their staff and employees are complying with
the obligation to refrain from disclosing information
to any client concerning SIC actions related to the
client, whether in the form of enquiry, accounts
auditing or temporary freezing.

e To take constantly into account that SIC enquiries
and audits do not prevent banks and financial
institutions from normally dealing or continuing to
deal with “the client”, as long as the SIC does not
decide the contrary.

e To comply with the above-mentioned procedures,
knowing that the Chairman of the Board will be held
responsible for non-compliance.

Beirut, November 7, 2006

Chairman of the Special Investigation Commission
The Governor of the Banque du Liban

Riad Toufic Salamé

Special Investigation Commission

Circular 9

Addressed to Banks

Pursuant to the provisions of Law 318 of April 20, 2001,
on Fighting Money Laundering, particularly Article 6,
Paragraph 4 thereof,

Pursuant to the provisions of Article 11, Paragraph 7,
Subparagraph (c) of the Regulations on the Control of
Financial and Banking Operations for Fighting Money
Laundering, attached to Basic Decision No.7818 of
May 18, 2001, and

Pursuant to the Decision of the Special Investigation
Commission, taken in its meeting of December 4, 2008,
Banks are requested to carry out in a strict manner the
provisions of Article 11, Paragraph 7, Subparagraph (c) of
the Regulations on the Control of Financial and Banking
Operations for Fighting Money Laundering. They have to
make sure that no check is credited to the concerned
account before being definitively collected from the issuing
bank.

Beirut, January 2, 2009

Chairman of the Special Investigation Commission
The Governor of the Banque du Liban

Riad Toufic Salamé

Laws and Regulations

Special Investigation Commission

Circular 10

Addressed to Banks

With reference to SIC Decisions, notably those relating to
traceable accounts,

and in order to avoid any confusion and facilitate the SIC
mission in tracking the movement of accounts suspected
of concealing money laundering and terrorism financing,
all banks must, regarding accounts classified as traceable
by an SIC decision, comply with the following:

1. Concerning checks

e To prohibit the payment in cash of a check or a
payment order drawn on a traceable account,
whether the beneficiary of the check or payment
order is the holder of the said account or a third party.

e To prohibit the payment of a check or a payment
order drawn on the traceable account to any party
other than the first beneficiary, on condition that the
check is crossed.

e To prohibit the issuance of a cashier’s check drawn
on the traceable account to the benefit of the
account’s holder or any third party, unless the check
is crossed and includes the expression “payable only
to the first beneficiary”.

2. Concerning credit and debit cards
To limit to points of sale the use of credit and/or debit

cards issued in relation with the traceable account, and to
prohibit their use on ATMs.

3. Concerning cashier’s counters

To prohibit the holder of the traceable account from
withdrawing directly any amount on the cashier’s counter
of the bank where the said account is held.

Beirut, July 9, 2009

Chairman of the Special Investigation Commission
The Governor of the Banque du Liban

Riad Toufic Salamé

Special Investigation Commission

Circular 11

Addressed to Banks

As per section 4 of article 6 of Law 318 dated 20/4/2001
on fighting Money Laundering,

All banks are required to provide, as per the detailed
attached form, the Special Investigation Commission with
the requested statements of accounts relating to ongoing
investigations concerning clients.



The said form should be prepared using Microsoft Excel
Workbook, and in instances where the client has more than
one account, each account should be designated with a
separate sheet.

The statements of accounts prepared as per the above
mentioned form are to be sent to the Special Investigation
Commission using its information exchange program (PGP)
and in its absence via CD.

This Circular shall be published in the Official Gazette and
shall be effective upon its publication.

Beirut, February 27, 2010

Chairman of the Special Investigation Commission
The Governor of the Banque du Liban

Riad Toufic Salamé
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Special Investigation Commission

Circular 14

Addressed to External Auditors Appointed at
Category “A” Exchange Institutions

Pursuant to Law 347 of August 6, 2001 on Regulating the
Money Exchange Profession in Lebanon, and to Law 318 of
April 20, 2001 on Fighting Money Laundering,

Pursuant to BDL Basic Decision No.7933 of September
27,2001 on Regulating the Money Exchange Profession,
Pursuant to BDL Basic Decision No.9708 of September
24, 2007 on Cash Transfers in accordance with Hawala

System, and

Pursuant to the SIC Decision taken in its meeting of May
26, 2011,

External auditors appointed at exchange institutions of
Category “A” are required to prepare an annual report and
to submit it to the SIC Secretariat by the end of March
following the audited fiscal year, provided the report
indicates whether or not these institutions have complied
with the following obligations:

1. Checking the customers’ identity and addresses based
on formal documents.

2. Keeping special records for operations which value
exceeds USD 10,000 or its equivalent.

3. Retaining, for five years at least, copies of formal
documents (customers’ identity and address) and
copies of documents concerning the operations whose
value exceeds USD 10,000 or its equivalent.

4. Sending to the bank a special notification (on the nature
and object of the operation, the source and destination
of funds, the beneficiary and the economic right owner’s
identity) when the exchange institution performs in
favor of its customers any banking operation through
the bank (transfer, check issuance...) whose value
exceeds USD 10,000 or its equivalent.

5. Informing Banque du Liban beforehand and in writing
that it will undertake cash transfers in accordance
with Hawala System; and retaining, for five years at
least, the records of these operations and copies of the
formal documents related to the concerned customers.

6. Reporting to the SIC the details of the operations
suspected of concealing money laundering or terrorism
financing, in case they take place.

Beirut, May 27, 2011

Chairman of the Special Investigation Commission
The Governor of the Banque du Liban

Riad Toufic Salamé

Special Investigation Commission

Circular 15

Addressed to Banks and Financial Institutions

Pursuant to the provisions of Law No. 318 of April 20, 2001
on Fighting Money Laundering and Terrorism Financing,
particularly Paragraph 4 of Article 6 and Paragraph 1 of
Article 7, thereof,

Pursuant to the provisions of Paragraphs 1 and 6 of
Article 12, of the Regulations on the Control of Financial
and Banking Operations for Fighting Money Laundering
attached to Basic Decision No.7818 of May 18, 2001,
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Pursuant to the provisions of Article 181 of the Code of
Obligations and Contracts concerning the conditions for
refraining from entering into a contract and there sulting
liability,

Without prejudice to depositors and customers’ rights and
interests in case the provisions of SIC Circular No. 8 are not
implemented, and

Pursuant to the Decision taken by the SIC in its meeting of
May 20, 2014,

We remind banks and financial institutions of the need to
strictly implement the provisions of SIC Circular No.8 of
November 7, 2006, particularly in what follows:

e To ascertain that all their staff and employees comply
with the obligation to refrain from disclosing to a
customer any information about SIC actions related
to the customer’s accounts, whether in the form of
enquiry, auditing or temporary freeze.

e To take constantly into consideration that SIC enquiries
and audits do not prevent banks and financial
institutions from normally dealing or continuing to deal
with customers, as long as the SIC does not decide the
contrary.

Any bank or financial institution that violates the provisions
of this Circular shall incur the administrative penalties that
the Higher Banking Commission may impose in accordance
with Article 208 of the Code of Money and Credit. These
penalties shall not preclude the enforcement of penal
sanctions and civil liability against the violating entity.

Beirut, May 26, 2014

Chairman of the Special Investigation Commission
The Governor of the Banque du Liban

Riad Toufic Salamé

Special Investigation Commission

Circular 16

Addressed to Banks

With reference to SIC Decisions, notably those relating to
some traceable accounts,

In order to avoid any confusion,

And pursuant to the Decision taken by the SIC in its meeting
of July 3, 2014,

Paragraph Il of Circular No.10 (addressed to banks) shall
be modified and shall read as follows:

“To prohibit the holder of the traceable account from
withdrawing any amount directly from the counter (guichet)
of the bank where the said account is held or from
depositing any amount in this account”.

Beirut, July 8, 2014

Chairman of the Special Investigation Commission
The Governor of the Banque du Liban

Riad Toufic Salamé

Laws and Regulations

Special Investigation Commission

Circular 18

Addressed to Banks and Financial Institutions

With reference to:

e Paragraph 20 of Article 9 bis of Basic Decision No.6116
of March 7, 1996, on Facilities that may be granted by
Banque du Liban to Banks and Financial Institutions,

e Paragraph 5 of Article 4 of Basic Decision No. 7743 of
January 2, 2001, on Subsidizing Loans granted to the
Industry, Tourism, and Agriculture Sectors,

e Article 22 bis of Basic Decision No.7835 of June 2,
2001, relating to the Statutory Reserve,

Pursuant to the SIC decision taken in its meeting of
September 18, 2014,

All banks and financial institutions operating in Lebanon are
requested, at their own responsibility, to inform the SIC of
the loans granted to persons against whom decisions were
issued to freeze their accounts or consider their accounts
as being traceable.

To this effect, the SIC should be provided, by October 15,
2014, with three lists containing the names of these
persons, in case they were granted a loan against which:

e The concerned banks benefit from facilities granted by

Banque du Liban, pursuant to Basic Decision No.6116
of March 7, 1996.

e The customer benefits from interest subsidy, pursuant
to Basic Decision No. 7743 of January 2, 2001,

e The concerned banks benefit from reductions in the
Statutory Reserve, pursuant to Basic Decision No. 7835
of June 2, 2001.

This Circular shall be published in the Official Gazette and
shall enter into force upon its issuance.

Beirut, September 18, 2014

Chairman of the Special Investigation Commission
The Governor of the Banque du Liban

Riad Toufic Salamé

Special Investigation Commission

Circular 19

Addressed to the concerned Institutions and Parties
mentioned in Article 5 of Law No.44 of November
24, 2015, and to Financial Intermediation
Institutions, and Collective Investment Schemes,
on the Implementation of UN Security Council
Resolutions 1267 (1999), 1988 (2011) and 1989
(2011) and successor resolutions

Pursuant to Law No. 44 of November 24, 2015 (Fighting
Money Laundering and Terrorism Financing), notably the
provisions of Article 6, Paragraphs 2 and 5 thereof; and



Pursuant to the Decision of the Special Investigation
Commission, taken in its meeting of December 3, 2015,

FIRST:

The concerned institutions and parties mentioned in Article
5 of Law No. 44 of November 24, 2015, as well as financial
intermediation institutions and collective investment
schemes, are requested, as far as each is concerned:

1. To review constantly any update on the UN Security
Council Website concerning the names designated
in the lists issued pursuant to UN Security Council
Resolutions 1267 (1999), 1988 (2011), 1989
(2011), and related successor resolutions and/or
issued by the Special Sanctions Committees; and to
automatically and immediately freeze, without delay
and without any prior notice, the funds, accounts,
operations, or other assets in whatever form (direct
or indirect, joint...) related to these names, as soon
as such names are listed; and to inform the Special
Investigation Commission of this action and provide
it with any information in this respect within a period
not exceeding 48 hours.

2. To report to the Special Investigation Commission in
case of similarity between the name of a customer
and any designated name and details included in
the lists issued pursuant to the UN Security Council
Resolutions referred to in Paragraph 1 above and/or
issued by the Special Sanctions Committees.

SECOND:

The provisions of this Circular shall be applicable to
branches, sister institutions and subsidiaries abroad.

THIRD:

Any party violating the provisions of this Circular shall
incur the sanctions stipulated in Article 13 of Law No. 44
of November 24, 2015, particularly for non-compliance
with the immediate freezing obligation referred to in
Paragraph 1, Subparagraph 1 above.

FOURTH:

This Circular shall be published in the Official Gazette and
shall enter into force upon its publication.

Beirut, December 22, 2015

Chairman of the Special Investigation Commission
The Governor of the Banque du Liban

Riad Toufic Salamé

Special Investigation Commission
Circular 20

Addressed to Banks, Financial Institutions
and all other Reporting Entities

Pursuant to the provisions of Law No 44 of November 24,
2015 (Fighting Money Laundering and Terrorism Financing),
notably Articles 4, 5, 6, 7, and 13 thereof;

Pursuant to the provisions of Article 12, Paragraph “First”,
Subparagraph 3 of BDL Basic Decision No. 7818 of May 18,
2001 and its amendments, attached to Basic Circular No
83 (Regulations on the Control of Financial and Banking
Operations for Fighting Money Laundering and Terrorism
Financing); and

In order to clarify and implement the provisions of Article 1,
Paragraph "Second” of BDL Basic Decision No.12253
of May 3, 2016, attached to Basic Circular No. 137
(Dealing with the US Act of December 18, 2015 and
with its implementation regulations to prevent Hizballah
from gaining access to international financial and other
institutions);

Whereas, with a view to prevent any arbitrary procedure or
measure that may cause harm to depositors and clients’
interests, particularly whenever closing the account of any
depositor or client, or whenever refraining from opening an
account in their names or from dealing with them, in an
unjustified manner or under the pretext of de-risking;
Within the efforts made by Banque du Liban to foster
financial inclusion;

In order to safeguard the utmost national interest; and
Pursuant to the Decision taken by the Special Investigation
Commission (SIC) in its meeting of May 26, 2016,

The following is decided:

Article 1

FIRST:

Banks, financial institutions, financial intermediation
institutions, and all other reporting entities are requested not
to take any measure, in terms of closing any account held by
any client, or refraining from dealing with or from opening
any account to any such client, before the elapse of 30 days
from filing a report with the SIC. This report must justify the
reasons for taking these procedures and measures (KYC;
the account movement or frequency or size;...)

SECOND.

If no reply is received from the SIC within the above-
mentioned time limit, the concerned banks and institutions
shall be entitled to take the relevant measures in this regard.

THIRD:

These procedures shall not apply in case of accounts held by
persons or institutions designated in any of the lists issued
with respect to the implementation of the above-mentioned
US Act of December 18, 2015.
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Article 2

Any party violating the provisions of this Circular shall be
prosecuted before the Higher Banking Commission.

Article 3

This Circular shall be published in the Official Gazette and
shall enter into force on May 3, 2016.

Beirut, May 26, 2016

Chairman of the Special Investigation Commission
The Governor of the Banque du Liban

Riad Toufic Salamé

Special Investigation Commission

Circular 21

Addressed to the Parties mentioned in Article 5
of Law No.44 of November 24, 2015, particularly
Insurance Companies

Pursuant to Law No.44 of November 24, 2015 (Fighting
Money Laundering and Terrorism Financing), notably
Articles 5, 6, and 7 thereof;

Whereas the institutions not governed by the Banking Secrecy
Law of September 3, 1956, and mentioned in Article 5 of
Law No.44, including insurance companies, must comply
with the obligations of Article 4 of Law No. 44, and with the
regulations and recommendations issued by the SIC for the
purpose of implementing the provisions thereof;

Pursuant to the Decision taken by the SIC in its meeting of
September 8, 2016,

The following is required:

1. To implement Customer Due Diligence measures on
permanent customers (whether natural persons or legal
persons or special legal arrangements) by checking
their identity based on reliable documents or information
or data; by determining the identity of the beneficial
right’s owner and taking the steps needed to check this
identity based on reliable documents or information or
data; and by obtaining at least the information specified
in the attached KYC Form, concerning life insurance
policies, particularly those related to Unit-Linked
Investments and Capitalization.

2. Toensure that accredited insurance agents and brokers

comply with the due diligence measures mentioned in
Paragraph 1 above.

3. To set up an efficient AML/CFT internal control system
that should, at least, comprise of the following:

a) Appointment of an AML/CFT Compliance Officer
who must attend relevant training sessions on a
continuous basis.

Laws and Regulations

b) Adoption of software programs to monitor operations

that necessitate any such measure.

c) Preparation by the AML/CFT Compliance Officer of

periodic reports to be submitted to the Management,
on operations control by adopting a risk-based
approach and on the degree of compliance with
the required procedures, provided that such reports
indicate the degree of compliance of concerned
insurance agents and brokers with the same
procedures applicable to insurance companies,
particularly in terms of providing these companies
with the documents they obtain from the concerned
customers.

d) Organization of training sessions to keep the

concerned employees, insurance agents and
brokers, abreast of required procedures.

e) Establishment and continuous update of a

computerized central archive for information
collected about money laundering and terrorism
financing operations that includes, at least, the
names circulated by the Special Investigation
Commission (SIC), and those reported to the SIC by
the concerned company.

Establishment of an AML/CFT procedures guide
that includes, concerning life insurance policies
with investment features, the indicators which are
enumerated below for indicative purposes but not
restrictively, and which point out, in case unjustified,
as an evidence of operations involving money
laundering and terrorist financing operations:

e The life insurance policy beneficiary.

e Replacing the current beneficiary by another
beneficiary having no apparent link with the
policyholder.

e Purchasing multiple life insurance policies,
without justifications.

e The policy is inconsistent with the policyholder’s
needs or it differs from prior policies issued upon
the latter’s request.

e Purchasing a life insurance policy through a
single large premium.

e Purchasing a life insurance policy by a non-
resident, non-Lebanese individual.

e Settling life insurance premiums through large
and/or repeated cash payments, or through
payments inconsistent with the policyholder’s
financial status.

e Payments from unclear sources.

e Funding the life insurance policy through one
large booster payment.

e Qverfunding the life insurance policy with
additional and repeated unusual payments.



e Paying life insurance premiums with funds from
abroad.

e Requesting withdrawals on the life insurance
cash value, in order to obtain cheques from the
insurance company just a short period after the
policy issuance.

e Requesting transfers from the life insurance
cash value towards accounts held abroad.

e (Cancelling the life insurance policy, regardless
of penalties, in order to obtain cheques from the
insurance company.

4. To report to the SIC, according to the mechanism
mentioned in SIC Circular No. 17 of September 16,
2014, the details of suspicious transactions that may
involve money laundering or terrorist financing, provided
these reports cover suspicious transactions carried out
by the concerned agents and insurance brokers.

5. To request from their staff, subject to liability, to refrain
from notifying the customers that the SIC investigates or
inquires about their operations, unless the SIC decides
otherwise.

6. To take the necessary actions and measures in order to
prevent the misuse of technological developments for
money laundering or terrorist financing purposes, as
well as when dealing with high-risk clients, and when
correspondent banking relationships are initiated; and
to comply accordingly with the relevant Circulars and
Announcements issued by BDL and the SIC.

7. All the persons mentioned in Article 5 of Law No. 44
of November 24, 2015, shall be governed by the
provisions of this Circular, where applicable.

This Circular shall be published in the Official Gazette and
shall enter into force upon its issuance.

Beirut, September 9, 2016

Chairman of the Special Investigation Commission
The Governor of the Banque du Liban

Riad Toufic Salamé

KYC for legal entity

-
Name: o
and Date of Registration: o -
KPS

a1z

KYC for natural person

alasl

Beneficial Right's Owner:

IfBRO is other than the Policy Holder: N e

Special Investigation Commission

Circular 22

Addressed to Banks, Financial Institutions
and concerned parties mentioned in Article 5
of Law No. 44 of November 24, 2015

Pursuant to Law No. 44 of November 24, 2015 (Fighting
Money Laundering and Terrorism Financing),

Pursuant to the SIC decision taken in its meeting of October
19,2017,

FIRST.

A special field to identify “Tax Residency” shall be added
to Statement No. 1 (KYC for natural person) and Statement
No. 2 (KYC for legal entity) attached to SIC Circular 13 of
May 27, 2011.

SECOND:

A special field to identify “Tax Residency” shall be added
to the KYC Form attached to SIC Circular 21 of September
9, 2016.

This Circular shall be published in the Official Gazette and
shall enter into force upon its issuance.

Beirut, November 6, 2017

Chairman of the Special Investigation Commission
The Governor of the Banque du Liban

Riad Toufic Salamé
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Circular 23

Addressed to Banks, Financial Institutions and
other Institutions Bound to Report on Money
Laundering and Terrorism Financing Operations

Pursuant to Article 7 of Law No. 44 of November 24, 2015 i e T i

on Fighting Money Laundering and Terrorism Financing, ‘

Pursuant to Article 5 of the Regulations on the Control

of Financial and Banking Operations for Fighting Money

Laundering and Terrorism Financing, attached to Basic

Circular Decision No. 83 of May 18, 2001,

Pursuant to the SIC decision taken in its meeting of October

19, 2017,

1. Banks, financial institutions and other institutions
concerned with Article 4 of Law No. 44 of November
24, 2015 are requested, when reporting to the SIC any
operations suspected or ascertained to be involving
money laundering or terrorism financing, as stipulated
in Law No. 44 of November 24, 2015, to fill in Form
No. 1 (E-STR) attached to this Circular and to send it to
the SIC, together with all relevant documents.

2. All other institutions and parties concerned with
Article 5 of Law No. 44 of November 24, 2015 are
requested, when reporting to the SIC any operations
suspected or ascertained to be involving money
laundering or terrorism financing, as stipulated in
Law No. 44 of November 24, 2015, to enclose, with a
letter addressed to the SIC Chairman, a report on the
concerned operation, to be prepared according to Form
No. 2 attached to this Circular, together with all relevant
documents.

3. Circular No. 3 of October 16, 2001 and Circular No. 6
of November 12, 2004 and SIC Circular No. 17 of
September 16, 2014 shall be repealed.

This Circular shall be published in the Official Gazette and
shall enter into force upon its issuance.

1 24 selrEmploved

Beirut, November 6, 2017

Chairman of the Special Investigation Commission
The Governor of the Banque du Liban

Riad Toufic Salamé

Form No. 1
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Special Investigation Commission

Circular 24

Addressed to the Parties and Individuals mentioned
in Article 5 of Law 44 of 24 November 2015

Defining and Identifying the "Beneficial Owner"

Pursuant to Law 44 of 24 November 2015 (Fighting Money
Laundering and Terrorism Financing), particularly Articles 5
and 6 thereof;

Whereas the parties and individuals mentioned in Article
5 of Law 44, of which insurance companies, are required
to comply with the stipulations of Article 4 of that Law and
with the regulations and recommendations issued by the
SIC for the purpose of implementing the provisions thereof;
Pursuant to the FATF recommendations and the relevant
interpretive notes; and

Pursuant to the Decision of the SIC, taken in its meeting of
14 June 2018,

The following is decided:

Article 1
The following expressions shall mean:

1. Customer: any natural or legal person, whether a
company or a partnership of any type, or any legal
arrangement (e.g. a trust), or any body, organization
or non-profit organization (mutual funds, cooperatives,
welfare centers, charities, clubs, etc.).

2. Beneficial Owner: any individual who ultimately owns
or who exercises ultimate effective control, whether
directly or indirectly, over the Customer and/or the
individual on whose behalf a transaction is carried out.

Indirect ownership and/or control include the situations
where the ownership and/or control is exercised
through a chain of ownership or by means of control
other than direct control.

This expression shall also apply to the beneficial
owner of the beneficiary of a life insurance policy or
of any other Unit-Linked Investment and Capitalization
insurance policies.

Article 2

With respect to the Customer that is a legal person, the
Beneficial Owners shall be identified and reasonable
measures taken to identify them in the following manner:

1. Identify each natural person who holds, whether directly
or indirectly, 20% or more of the capital of the legal
person.

2. In case of doubt as to whether the natural person (s)
identified pursuant to Subparagraph 1 above is (are) the
Beneficial Owner(s), or when no natural person holds
20% or more of the Customer’s capital, the natural
person who exercises control over the legal person
through other means (e.g. holding a majority of voting
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rights or the rights to appoint or dismiss the majority
of the administrative or regulatory body at affiliated
entities. ..).

3. When no natural person is identified pursuant to
Subparagraphs (1) and (2) above, reasonable measures
shall be taken in order to identify and verify the identity
of the persons holding senior management positions.

Article 3

With respect to Customers that are legal arrangements,
the Beneficial Owners shall be identified and reasonable
measures taken to identify them, in the following manner:

1. With regard to trusts, each of the persons below shall
be identified:

e The Settlor
e The Trustee
e The Protector

e The Beneficiary; and if the latter’s identity
is not determined or verified, then the class
of beneficiaries in whose favor the legal
arrangement was established.

e Any other natural person exercising an effective
control over the trust through direct or indirect
ownership or through other means.

The definitions stated in the glossary attached
to the FATF 40 Recommendations shall be
adopted to identify the persons mentioned in this
Subparagraph 1.

2. With respect to other types of legal arrangements,
including those arrangements similar to trusts, the
persons holding positions similar to the positions
specified in Subparagraph 1 of this article, shall be
identified.

Article 4

The concerned parties and individuals shall, as far as each
is concerned, apply the due diligence measures which are
specified in AML/CFT Law 44 of 24 November 2015, and
which must include verifying the identity of each of their
permanent and transient customers, whether resident or
non-resident, and determining the nature of their business;
understanding the ownership structure and/or control over
the legal person, the purpose and nature of the business
relation and/or the account opening; identifying the
Beneficial Owner and the source of funds; and ensuring
the ongoing control of operations.

These parties and individuals are required to verify the
identity of the Beneficial Owner before or during the course
of establishing a business relationship or of conducting
transactions for transient customers. They are also required
to check that any person purporting to act on behalf of the
customer is so authorized, and to identify and verify the
identity of that person.

Laws and Regulations

Article 5

Upon identifying the “Beneficial Owner”, the same Due
Diligence measures applicable to “Customers” shall
apply, including those issued by the Special Investigation
Commission.

Article 6

This Circular shall be published in the Official Gazette and
shall enter into force upon its issuance.

Beirut, June 14, 2018

Chairman of the Special Investigation Commission
The Governor of the Banque du Liban

Riad Toufic Salamé
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